ﬂﬂﬂﬂﬂﬂﬂ

15 Sl %
HARMONY CLOUD

MikSEaass - FatB=E Itk

2018.06.25 1&1E7T




T

@ ServiceMesher

EGETETFY

lT"W’””

DJTJ 1%
II\I’.\It)\\ CLOtD

2008 EAMI T IR |, SRR AR AN

OFRY TRRINMSFHI=ITE

TR TAFERE | 7

THIRE]

A=A EE—RETFKubernetestI = EEFFAFNE
—KETFKubernetesfiDevOps=FE&FF A

BT I KFSELSLIG =

lll.



e KubernetesSE& TRIGIIRSS EiH

° Pilot#Z /U INRERRIE

o Pilot-Agent{Z /Ui RFiE

@ ServiceMesher

[T Zcmriss

HiAHEES

- v
15 Sl
CLOUD

HARMONY

ST

CONTENTS




@ ServiceMesher ’ Tj\-ﬂ”” iﬁ

EEE R

Y N2
[ARMONY CLOUD



@ ServiceMesher ’ T&Mi ;:;i

HiAHEES

P HEAETCHIRSRENEEIESEH A ? -

- BERUNAIRBRSSAYIERE - BERGBRSS 1 Ia T RAYIE
* RS IHFDRN p=ial [

+ ASSAPlRL - HEERIIRES

- HE—EUIERIE . EARUsES

- A RIEEE . HuEEpE

- BT HECHITNE

- ZTHEAISMNE ( aEdEr )
- IRSSIEMFIAIN

HE A

* IAIERNIEAR

- EEREISH

- MEEH

- BRSSBEN




@ ServiceMesher ITMIMII;

EGETETFY

§ Kubernetes}FHIRSZSAIZIE

II\I'.;HD)\ZTrll'lI}l%

T

RIERF RO EC BesfmAIAR
ARG EPE & {rR4E Deployment
RS EA&IRS AT ServicetllSF 157 L,DNS
NP S B ER S ERTRE
F—HEF Fluentd & ES
o A== | Prometheus
S EETE Configmap. Secret
pak=asli B e EISE , E T Iptables
Roundrobin
mEEH B B RIEAR S SEFlH Tl




4 ETAMRS S ETAPIRC MRS =

@ ServiceMesher ’T iﬁ

Ingress controller

P. Y Kong

Kubernetes

!
y

APIRIKINEEIS S
LPI\IE
° i} u%*?éﬁ?u
HEE
- BERRR

-
5 SiiE i

HARMONY CLOUD




|

@ ServiceMesher ’ij”ﬂ” ;‘f

| RPAMIRS R BT Spring CloudiIiIRST 5 T

HARMONY CLOUD

K8SERf

NS A

Eureka Sao
Server LY A
\ \\ \\\
\ ~ ~
\ S ~
A N -
l\Iﬂﬂ- \\\\ \\\\
EIERFRFRRIRSS \ (B8 -
_________________________________________ \‘_______\ R \\\
\ \\ _ \\\
\\ IE m RN
S \ 1 \\
\\\ \\ 1 N \
\\\\ \ : EEEEPILJ\
~ 4
\\\\\N \\ : ,/,
\\\\ \\ ,/
~ \ /7
F ey ,
1
v
AVSSARSS




() ServiceMesher ’ch””” i ;:

EEEXETY

HFKubernetesfi§Spring CloudSEIj

19_51T—l }i
Devops: Experience : /2=l
Auto Scaling & Self Healing B E U;IE{E*EE
Resilience & Fault Tolerance N
Distributed Tracing - IhEe LRUEEE

Centralized Metrics

- BRSSBER

Centralized Logging - WRIERIEN (IRSSERYER )
APl Gateway
« RPCX ¥
Job Management >- N

o MEYE=pH1alEh
Singleton Application A SHYAE

Load Balancing
Service Discovery

|

pno|D bulidg + sajautagnyy

Configuration Management

Application Packaging
Deployment & Scheduling
Process Isolation
Environment Management
Resource Management
Operating System
Virtualization

Hardware , Storage , Networking A ‘




@ ServiceMesher lTxﬂﬂ” ;‘f

EEEITIY
L ]
[ J
i =EERIRSSEEZService Mesh -
® Ee T— F~
19,7:iﬁ4 %
Service Mesh’s
Control Plane
Computer A Computer B
Service A Sidecar Sidecar Service B
Business Logic | f----- Circuit Breaker = e a» e Circuit Breaker | f----- Business Logic
Service Discovery Service Discovery
Flow Control Flow Control
. | .
Networking Networking
Stack Stack




Pilot

- IRSBEM
* Envoy4epfEHIET

- EnvoyBRRETE quest processi

ontrol flow dung

=EAHIRSSEHE ZService Mesh

-
-
-

Control Plane API

TLS certs

- IRSSREY
. EEET »
124 S Config data to |
Envoys ¥ / \
- BHSSHGE | 2N, B
" ggﬁ% Policy checks,
. L BUES: Bk (Cemet
HEFmE
HTTP/1.1, HTTP/2, HTTP/1.1, HTTP/2,
gRPC, TCP with or gRPC, TCP with or
LS without TLS
. EIE
- SReIRH (KE. BE) ‘

- MEEHE (B, =X, BiT)
- iPELLIE
. BFEEN

to Envoy

18 SR

THARMONY CLOUD

Istio-Auth

* BRSSEPAIE
+ BimAFPIAILE

Service A

Service B




@ ServiceMesher ITMI]ﬂiﬁ

EEE R

P Istiof9tz B -

S5 IX

HARMONY CLOUD

Envoy

P EtERREEHAHE, BEEE [service WA DREMH OiE, St TR ANEDIRE, Wah&hn
RS R EIE . TLSZ 1L, HTTP2 & gRPCHEARH . 1Ak, {#FEK TR,

Mixer

P k2R &A%, Mixer i 51 7E 51 Service MeshHH St 1 i) 2 il A48 FH 5« Mixerse — PR R4
fF, WERRAL T 2 EiE AL & Be 4% (adapter) .

B RE U 1, PliotX Envoy (AL fr B SHREAT & BE, RS20t © & aesth (AA/BIIA. & 2272 5K
F) . mEEE GEN. B, WD Theg. Pliot U i Bk N EC &, % 4 sEnvoy Y

PoE, [ A 2L,
Istio-Auth
% 2% TE) I E AN 2 FE P UE D RE




57 il 5%
TARMONY CLOUD



@ ServiceMesher ’ij”ﬂ” ;‘f

EEETETY

PilotE 755844 ety
~

HARMONY CLOUD

>
g ©
— %) c
Q o) 3
c n o
o||l 2|5
a||=]I3
3
<l 13
— ] ] 1 T
_| | Platform Adapter
al|; 4y
1| Pil
it <1 | Abstract Model ot
4N o .
& Envoy API
\_J ’/’I"\:\\ )
P 7 \ NS
/’ / \ \\
/’ / \ \\
. . /,/ II \\ \\
Service discovery .- K | S~
& traffic rules .-~ / \ T
/’/ ,I \\ \\\
P / \ S
// 'I \‘ ~.
Envoy Envoy Envoy Envoy

Pilot Architecture




‘ @ ServiceMesher ’ijﬂﬂ” =
:

EEEIETEY l.'.'
Istio — Envoy '
@:M&
. hostA | Envoy Proxy Architecture Diagram
receive request
https://www.envoyproxy.io/docs/envoy/latest/
vO. 1
Envoy
Cluster Discovery Service /J Listener
\ Listener
upstream Endpoint Discovery Service | | . " Listener filter |
_________ : : : |‘. Listener — —
Service Discovery Service | 1 «DS -—- Listener filter
Listener Discovery Service | health checking C HTTP filter |
<
send request et [
source https://jimmysong.io




@j ServiceMesher ﬂﬁj\_ﬂ”” l:' 2

i ¥ EEEsEaw

57 il 5%
TARMONY CLOUD

»
Pilot-AgentHItZ/Liiit=mA



4
Pilot T{Eifit=

Pod

Agent

Egress
Proxy

Cluster

@ serviceMesher | [TZ2AlT

External
services

Pod

Agent

Proxy

!

Pod
Agent
o0 istioctl
e kubectl € Ingress
o Proxy
Discovery _ >
services
Pod
Agent
——*% Proxy
Pod I
ServiceA + ................... ServiceA

Service B

ExternalName
Service

EFETETY
N\ b 4
15 5%

ARMONY CLOUD

o B

ll.



@ ServiceMesher ’ch”ﬂ” i;:

EEETETY

Pilot-AgentBISEEH2T\ et
9 TUH 5]
v pilot ~/go/src/istio.io/istio/pilot pilot—agent?'fpilot/cmd Fﬁ El /\$3m
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MEARSS % B, 1% HDockerfile. proxy i€ X,

¥ request.go
B> pilot-discovery
B> sidecar-injector

Makefile (include J tools/istio—
docker. mk) 81X dockerfile buildpl J
$ {HUB} /proxy: $ {TAG} 5514, kR

d.
oo Kubernetes BLBR R FIH7E I —A-pod F 1)
» I pkg sidecar. JEKubernetes{&Fit | i &4
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fEproxy#iEH, pilot—agent 5t TAERLHE:

o FplienvoyfIBCE

e Ja3zhenvoy,

o« IEIFE Henvoy KB TIRIL, Hllenvoy i F i pilot-agent 7137 H Henvoy, BiF envoyhic BAH 5

reload envoyo.

Menvoy M 552 AT A KA1 1Zpod M 48 i &, 43 KA MpodH Jk Hi 1Y I 4537 & o

RIS sidecar-injector—configmap. yaml (FHRECE tifa] Hafbiiinject istio sidecar) ,
injectidFEH, P& T proxyiE B/ NsidecarZ 4, H A podib<ii Finitcontainer (Kubernetes ' HIHE
=) , HAREiE Aproxy_init. proxy_initilidyE Aiptableski S m A Hpod MmN, {545
A pod I ¥ 46 i 22 B 5 ) | proxy F e P e 11, 11 8 H X R TR %
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Init Containerfi T{EEIE

istio/tools/debl/istio-iptables.sh

#F BB Ui &% ANEnvoy
iptables —t nat -N ISTIO REDIRECT
iptables —t nat —A ISTIO REDIRECT —p tcp —j REDIRECT ——to—port ${PROXY PORT}

HETA 3\ A 7 & 1% ANEnvoy
iptables -t ${table} —A PREROUTING -p tcp —j ISTIO INBOUND
iptables —t nat —A ISTIO INBOUND —p tcp —j ISTIO REDIRECT

#Fr A B AW EIE NEnvoy
iptables —t nat —A OUTPUT -p tcp —j ISTIO OUTPUT
iptables —t nat —A ISTIO OUTPUT -o lo ! -d 127.0.0.1/32 —j ISTIO REDIRECT

#5771 [A] 24
iptables —t nat —A ISTIO OUTPUT -m owner ——uid—owner ${uid} —j RETURN
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8 Sz
envoy HJBC B F EAEpilot—agent ) init 7k Sproxyfn & AL FRIRFE ) T 30 24E . Hdrinit 775 Apilot—agent —HEH| Ay S ATHC B K
B flag5flagBiME, Tiproxyfr2-Ab B FE R HT 30 20 51 S X 2o £ lag2H 2 B N envoy (UL B ProxyConfight . T 20 #1 LN FEXT B
EEE .

role

pilot—agentfroleZif Nmode 1 N HProxy, R5E ' pilot-agentf] “fH” , role@FHELA T JE M.

1. Type

pilot—agentf =MiafTH. MRPErole. TypeLiwmE L, FKM Amodel. Proxy, & X fEcontext. goXXHH, RIS NHUETEHEIA:

i. “sidecar”

BRINME, W PLAE S Bpilot—agent, i FHproxyfy & Bl 7 & . Sidecar type is used for sidecar proxies in the application
containers.

ii. “ingress”

Ingress type is used for cluster ingress proxies.

iii. “router”

Router type is used for standalone proxies acting as L7/L4 routers.

2. IPAddress, ID, Domain

BT AT LLlid pilot—agent Wproxy g 2 HIX N f lag R I& (2 H € UE . R P ARME, W fEproxyin S HATH, RiEistiodi#E
AR 5 EM H 0y (service registry) KMEIAFE, = RKHARMEE T . agent HaTEH K Eikservice registryRE{RIF7E
pilot-agentfregistryZm B, 7EinitBRE VI NERINMEKubernetes, 2T R ACE DL = FF L

 Kubernetes

e C(Consul

e Other
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registryfd role. IPAddress role. ID role. Domain
o P15 BPOD_NAME. BR485745 5POD | PR 45745 5POD_NAMESPACE. sve.
\i‘—L‘/ 2= - .
Kubernetes AR & INSTANCE 1P  NAMESPACE cluster. local
i £ . 0. . .
Consul private Ig’¥kkk127 0 IPAddress. service. consul service. consul
. E A
Other private Ig,¥kyk127.0. IPAddress “»

Hrfprivate ipi#idWaitForPrivateNetwork BREIFR1S o

istiof MRS FEMH 0> (service registry) SKEUHMIRSSFEMEFIE I . 2MATARAS HF istion] DX LR AR 513 M O R R4
1. "Mock”

MockRegistry is a service registry that contains 2 hard—-coded test services.

2. “Config”

ConfigRegistry is a service registry that listens for service entries in a backing ConfigStore.

3. "Kubernetes”

KubernetesRegistry is a service registry backed by K8s API server.

4.”Consul”
ConsulRegistry is a service registry backed by Consul.

5. “Eureka”

EurekaRegistry is a service registry backed by Eureka.

6. “CloudFoundry”

CloudFoundryRegistry is a service registry backed by Cloud Foundry.
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[FJBinaryPathfEpilot-agent ) init 7 iEHH#EHIEE4, WIUG{E K Hpilot/pkg/model/context. goff
DefaultProxyConfig]Z[iﬁ(, {H & /usr/local/bin/envoy.,

. envoy I BN Z UL AN T H ) startupArgs, & —-cigE NI E XM, BF — Ky 7??74%%{ b 1 T
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1.1z {7 pilot—agent I’F, F ' A48 € customConfigFile Z %1 (agent initB ZRIAANZT) , HEH E T
templateFileZ %l (agent initHBfERIANADT) , XHfagentfmain FiESHR 5 templateFile® s H P A i—
customConfigFile, J&MHEARAER 7 #%E T customConfigFile., X PiifEfEagent fmain ik,

2. R H P #]5%E T customConfigFile, HRAMEAHcustomConfigFiles

3. W5 A F* customConfigFilefltemplateFile#f ¥ 8 €, WIEHHpilot/pkgtd T Hbootstrap config. go ! )
WriteBootstrap H &4 il —NHC B A, BRUCKEAE B A E & SO ITE /ete/istio/proxy/envoy-revhd. json,
X B %d<FHepoch 741 548E . WriteBootstrapfFenvoy. Run 7 yEH#% 8 H -
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' HenvoyERIFECE N /42 f5 | pilot-agentidE i FzenvoyiA e RIS ERT{E , 8% .

1. GlZ&envoyXf %, ZEEfLEproxyConfig (HIHIZEH NenvoyERHIBLEE R ) , role. serviceNode (fL-F-
eagentME—Fr1IR4T) , loglevel flpilotsan (service account name) o

2. fl@tagentXf %, WERIHEIE K envoySEMK, —epochsHmap, 34~channel: configCh, statusChAfll
abortCho,

3. fliEwatcherdt )3 s e fTwatcher. Runwatcher. Run 4% 3 s e 4Tagent. Run Cagent® ) E1EIH) , R
e Ffwatcher. Reload (kickstart the proxy with partial state (in case there are no
notifications coming)), Reload<>ifiHagent. ScheduleConfigUpdate, FFIRZXFEEE —"envoyidtiE)a 3,
WG B . AN E IS AIET, WSUE O kR4, Wi AHScheduleConfigUpdatesRreload envoy,
SR JGwatcher. retrieveAZ(TODO)

4. Hcmd. WaitSignal, Z4%#fE820BISIGINT, SIGTERWE S, #EZFE S EokillfiFenvoyiife, I8
thagenti# A
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1j£configCh£5~/l\%ﬁE’Jﬁﬂﬁ Fﬁlﬁ E’JﬁﬂﬁmﬁﬁﬁcemlflcateﬁﬂjE’Jsha256ﬂ fifE

2. configChfiX/NEMHSwagent. Runlaiz= %], 4RJ5 18 Hagent. reconciles

3. reconcilefyE< A s E A Tagent. WaitForEXit}\AﬁﬁF‘iﬂenvoy%reconcileﬁ%%?)ﬁ%ﬂi‘_ieﬁﬁﬂ%ﬁ{ﬁdesired
configfflcurrent configffHtF—2 ). reconcileE et Erdesired configflcurrent configrem—20, UWIHRZH
i, SUAHEBh#E Menvoy . B NGELE 38 Henvoy. 7B SIEFEH, agent4E P PmapRE B —HEenvoy it FE,
il FHwaitForExitZ B = ¥desiredConfiglt{E 4 currentConfig, Fi~reconcile I AE5E K

4. waitForExit<=1fHagent. proxy. Run, tHitZenvoyfJRun/7v:, X BH < JE 3envoy.

BRI E kA, #i= i Hagent. reconcile, WHLEEBHT Flenvoy, XifenvoylikikZ, ZHenvoydtiEEA7r?
agent IS VR B Ok 7 X8, JH Ragent AN R HZ Menvoy, [FAl—&HLgs L Z Nenvoyi i fE il idunix
domain socket HAHIE I, BffiA[EenvoyiHfRisiTEANF B2, H—FREWE . MmEBXFEFNLF], 7] LLE3)
SEILHrenvoy R B i 2 B R, AR FTiEFenvoy hot restart.
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