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£ = openstack.

E Keystone [ View process roup ]E] No problems in tast 72 hours @ not watched

~ Propertles

100% Ava”ab”lty in the last 7 days

= Services 0 min total downtime
& OpenStack

1.2 woivss 221 ms
Traffic Response time
E Processes 8 Processes
100* 21. Apr 22, Apr 23. Apr 24, Apr 25. Apr 26. Apr 27. Apr
Connectivity 018 3.37ca B Running
CPU Memaory

@ OpenStackControllerNode

No events today, 0918 - 11218

System performance

5 |0g files updated in last 72 hours

Response time This process writes to 5 log files on OpenStackControllerNode

@ /var/log/apache2/access.log (40.5 kB)
500 ms

o0 me MJ J\L__,«_»/\/\j\wwwm,\,vﬂlm =) /var/log/apache2/keystone.log (8.69 kB)

0ms Ivar/log/apache2/keystone_access.log (1.36 MB)

09:30 10:00 10:30 11:00

Jvar/log/apache2/keystone_access.log.#t (6.23 MB)

Service status
Ivar/log/keystone/keystone.log (150 kB)

1 _
0

09:30 10:00 10:30 11:00

@)
Response time

)

)

il Service status unavailable 4l Service status OK
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E RabbitMQ View process group IE] No problems inast 72 hours @ not watched

~ Properties

£ = openstack.

100% Ava”ab” |ty in the last 7 days

= Services 0 min total downtime
kb RabbitMQ

0 50

Consumers Queues

327 wvitss

Traffic

_ o R 22 processes 100 8 processes 21. Apr 22. Apr 23. Apr 24. Apr 25. Apr 26. Apr 27. Apr
P . . %
o R — Connectivity 198« 119¢s B Runni
NI = c# Mernory anming
21 1 ek @ OpenStackControllerNode
OpenStack A5 0] FA 14/ 14 8E NO events today, 0s:18 - 1118
System performance RabbitMQ metrics
Further details I} 1 |Og file updated in last 72 hours
This process writes to 1 log file on OpenStackControllerMNode
Messages @ /var/log/rabbitmg/rabbit@plil-comp02.log (120 MB)
.

10
0

09:30 10:00 10:30 11:00

Ready aldl Unacknowledged

Consumers and gueues

50

09:30 10:00 10:30 11:00

Consumers — Queues — Auto-delete queues without consumers
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Start typing to filter... Y
Used disk
Hypervisar Name & Mo. of VMs State vCPU Memory space Network  Detalls
&= QEMU plll-comp03 4 running 6 12.8 GB 120 GB 676 Mbit/s v
&= QEMU plll-comp04 3 running 1 2.56 GB 20 GB 66.4 Mbit/s A
| CPU usage | Memory usage | Used disk space | Network | Availability
100%

20M7-04-27 1103

50%
® easytravel-small-i  6.74%
® gasytravel-small-2 G35
0%
— 09:20 09:30 09:40 09:50 10:00 10110 10:20 10:30 10:40 10:50 11:00 110
BEEMRSS
lwrona-instance3 (ml.small)  Start monitoring your VM B
B running 1 20 GB 8.2 Mbit/s
B easytravel-small-2 (ml.small) running 1(32.9 %) 117 GB 181 GB 22.7 Mbit/s
B easytravel-small-1 (m1.medium) running 2(712 %) 604 MB 9.69 GB 35.5 Mbit/s
= QEMU plil-comp05 3 running 4 8.7GB 80 GB 39.4 Mbit/s v
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£ = openstack.

Log viewer
Here you can browse through the contents of Individual process log files or search selected log files using keywords and filtering.
Search queries can be saved and reused later. Log results can be returned in either raw or aggregated form.

Search for text pattern in selected log files using advanced query language (or leave blank to return all results):

For example, (“internal exception” OR error) AND NOT repeat*

Selected log flles:

@3] 5 logs on Keystone running on OpenStackControllerNode selected (7.9 MB) Change selection

Download log files Display log

5log s

Logs |summarized 4| to 22 groups. View chart by loglevel $| l < Share l I Export results l

OpenStack AR5 o] /14 BE o0

[ — F—
T — 0 T T - T - T - T T - T - e - - -
IEEEEEE 09:20 09:30 09:40 09:50 10:00 10:10 10:20 10:30 10:40 10:50 11:00 11:10
Other  {l1 Warning
pre—— Joane
— e
- #a  Level Count Source Signature
(AR
T 1 warning 19 . {oslo_log.versionutils): 2017-04-27 0+ WARNING Deprecated: * of the v2 Buthentication APIs is deprecated as of Mitaka in favor of a similar function in the ¥
- - w3 Authentication APIs.
2 warning 14 . {oslo_log.versionutils): 2017-04-27 0* WARNING Deprecated: *ts of the v2 API is deprecated as of Mitaka in faver of a similar function in the v3 API and b
may be removed in Q.
3 warning 5 . {keystone.common.wsgi) : 2017-04-27 08:* WARNING Authorization failed. The reguest you have made requires authentication. from 172.18.180.67 hd
4 warning 2 . {keystone.common.manager) : 2017-04-27 0*:00:*02* WARNING Deprecated: Direct import of driver 'keystone.token.persistence.backends.sgl.Tcken' is deprecated hd
as of Liberty in favor of its entrypoint from 'keystone.token.persistence' and may be removed in N.
. 5 warning 1 . {keystone.common.wsgi) : 2017-04-27 08:58:29,124 WARNING Could not find user: lwrona_admin A
6 4120 = 172.18.160.67 - - [27/Apr/2017:0% +0000] "GET /v3/auth/tokens HTTE/1.1" 200 5+ "-" "python-keystoneclient" hd
7 243 = 172,18.160.67 - - (27/Apr/2017:0% +0000] "POST /v*/tockens HITP/1.1" * "-" “+keystoneauthl/2.4.1 python-requests/2.9.1 CPython/2.7.12" A

HRENSEREBER
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¥ easylravel Customer Frontend

Last call 39 seconds ago
~ Properties and tags

0]

. Application
1

LS service

Dynamic web requests

2.04k /min

mmmmmm Throughput

I 22 | Apache Tom... I

TN AER

Comaammvon 7]

Response time Failure rate
o—e—e—e—s-os-o-oo*eos—o [llyiN
CPU Throughput
8.39
ms/req
Resource requests
007 ms 0 % 01 2 ms/req
Response time Failure rate CPU

View dynamic requests

1.85klmin

Throughput

View resource requests

B easyTravelBusiness

Seen recently

v Properties and tags

3 773 /min
X Services Throughput

i B 1 Derby Client I

SQL Modifications

Response time Failure rate
0.83ms
Throughput
e 11 /min
SQL Queries or Procedures
Response time Failure rate

Comamver -]

Show database statements

Throughput

CCLTTTT T T T B 705 /min

Show database statements

CHINA
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3 Problems inast 72 hours

Current hotspots

High consumption of service resources 30%

© not watched

select location0_.name as namel_2_0_ from Location location0_ where location0_.name=7

Slow response time 47.3 ms

select count(booking0_.id) as col_0_0_ from Booking booking0_ where booking0_.user_name<=>?7

Understand dependencies vesterday, 05:56 - Today 05:56

-<:—- Understand all dependencies and response time contributions

s Understand which user actions and related services are dependent on this service

— Analyze backtrace

NO events yesterday, 05:56 - today 05:56
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Applications www.easytravel.com

Actions /min, Action duration,
Apdex rating, JavaScript errors, 3rd
party providers and Services.

65 % New..
L) Top users

93 % Real...
Top user types

breakdown

Active sessions

Watch the activity trend of your users. At which time are the most sessions and when are
users starting to use the application.

150 /min 100
75
100 /min
50
50 /min
I . i
0 /min kel 0

02:00 02:10 02:20 02:30 02:40 02:50

— Active sessions |, Started sessions .| Ended sessions

User engagement
Shows how much time users spent per session and number of actions per session.

750 s 75

500s 50
250s 25
Oms -

02:00 02:10 02:20 02:30 02:40 02:50

— Session duration |,; Actions / session

Active sessions, Actions per session, Entry/Exit actions, Bounce rate, and Conversion goals.

Entry actions Other actions Exit actions

K

140 s ; 1%

Action duration Overall conversion

17 Problems  apr 29 2017, 02:52 - today 02:52 @ watched

v

Top conversion goals
See the conversion rate of your defined goals.

1MN6% mm
03% 1

Successful Bookings - open ...

Successful Bookings - click .

View full details

Top 3 bounces

See which user actions lead to a bounce.

Type User action Bounce rate Sessions Duration
Loading of page /contact-orange-mot 100.0 % w 769s

% Loading of page /legal-orange-mobile 100.0 % 90 5885
2 Loading of page /privacy-orange-mot 100.0 % 87 6865

View full details

Session details

Duration: Today, 13:48 - 13:49 (49 5

m Synthetic
1023 % 662

ll Windows 10
Operating system

15 User actions
1application: www.easytravel.com

‘This chart shows the sequence of user actions, when the actions occurred

User tag

XHR action

s scion @

s Type User action

Dynatrace Synthetic
Browser

Sdo Paulo, Brazil
Geolocation

CHINA
OpenStack Days

N

Internet service provider

Q 200186.94194
IP address

 and the wait

Level 3 Communications, Inc.

Camversion

‘ maria

T2Z}niss

1 ladacton  Loading of page /

Action type Load action
Start time neass
Failed images o
Falled XHR requests 0
JavaScript errors 0

oms  sonms 15 153

=MNetworktime & Servertime & Frontend time

Application
Domain

3rd party resources
CDN resources

st party resources

wwweasytravel.com
ec2-54-210-22-3 compute-) amazonaws.com
41 4.45 avg response time)
5 (0.65 avg response time)
52 (4.95 avg response time)

DOM interactive

User tag.
35 s
De-
Action duration  JavaScript errors  Apdex tails
83 0 Tolerated & A
Action end
755 85 855 as 955

Perform waterfall analysis




CHINA ’T;wﬂ” JEF

OpenStack Days EFEEETY

THZ= (Correlation)

 HRGUTRVIENE - IFREIMEE WA PN R NI ENEREZE—ER




HREFAFAE

Bookingservice &z N AY 5]

K& AR

N
/17

AIT\N
/

F AL CPU >90%

AN 728
T USED T© THINK, THEN T Tock A | | SOUNDS LKE THE
CORRELATION mFUED STATISTICS CLASS. CLA'SS HELPED.
CAUSATION. NOwW I DON'T; WELL, HH‘fBE

7§

B

g

O Applications

2% Processes

® Hosts

CHINA
OpenStack Days Eﬁﬂ'l‘Fﬁ

lll




@ [ 4
- !\FE CHINA ’Tﬂ”” l-ﬂ"

APPLICATION ’ .
www.easytravelb2b.com wiww. easyira OpenStack Days EEEEETY ll

7 &Y

WEB REQUEST SERVICE WEB REQUEST SERVICE
EasyTravelWebserver:8999 easyTravel Customer Frontend

WEB SERVICE WEB SERVICE

JourneyService BookingService

\

DATABASE CUSTOM SERVICE
easyTravel-Business CheckDestination

B

X X

Y

TOMCAT PROCESS
eT-demo-customerFrontend

v
d&? TOMCAT PROCESS
i 3 eT-demo-businessBackend
WEB SERVICE

PaymentService \
a4 4 4 4 4
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Response time Failure rate cPu Throughput

Slowest 10% = Slowest 5 %

Server response time / ﬁ

Response time degradation

 Show problem details WEB REQUEST SERVICE WES REQUEST SERVICE
255 1k fmin EasyTravelWebserver:8999 easyTravel Customer Frontend
205
750 ymin
15s
500 /min
10s
250 jmin ﬁ ﬁ
5s
o 01:45 01:50 oLss 02:00 02:05 02:10 02:15 02:20 02:25 02:30 02:35 02:40 02:45 02:50 02:55 03:00 03:05 ofme WEB SEWIEE. WE.E SEWICE
JourneyService BookingService
— Response time Requests o Min/max instance response time

Analyze all requests during this event's time frame. Today, O1:57 - 02:30

requests. the selected period. downs...

View response time hotspots Analyze outliers

I I Analyze code level, database calls, and outgoing See how response times vary across requests during Looking for more? More analyses and drill-

s

DATABASE CUSTOM SERVICE
easyTravel-Business CheckDestination

@, VM-2
A Uptime: over 85 days
TOMCAT PROCESS
eT-demo-customerFrontend

~ Properties

Ubuntu 14.04.5 LTS, Trusty Tahr (kernel 313.0-108-generic) 14 more

TOMUCAT PROCESS

eT-demo-businessBackend
WEB SERVICE
OpenStack CPU 72 % PaymentService \ \
CPU saturation
[ Show problem details
100 % I
2017-05-01 22:32

LINL HOST LINLE HOST LIMLUD HOST LINUX HOST LINW HOST
o OE 10000 % VA1 V-2 V-3 W4 VM-5

User 9%

0% System 2
22:00 | *Stwaltime 2:30 22:45 23:00
170 wait 0
Idle o Other Steal time o 1/Owait  of Other

Consuming processes

(LL] ]
A

DPENSTACK COMPUTE |
182.168.118.71




APPLICATION APRLICATION
www.easytravelb2b.com www.easytravel.com

d P

WEB REQUEST SERVICE WEB REQUEST SERVICE
EasyTravelWebserver:8999 easyTravel Customer Frontend

& &

WEB SERVICE WEB SERVICE
JourneyService BookingService

54

DATABASE CUSTOM SERVICE
easyTravel-Business CheckDestination

Joiq

TOMCAT PROCESS
eT-demo-customerFrontend

! &
ﬁﬁ TOMCAT PROCESS
eT-demo-businessBackend
WEB SERVICE

PaymentService

LINUX HOST LINLIX HOST LIMLX HOST LINUX HOST LINUX HOST
Whi-1 WM-2 VM-3 WM-4 VM-5
EEER

DPENSTACK COMPUTE |
182.168.118.71
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> Properties, tags, and JavaScript frameworks Filter user types
auto-filtered:: Chrome 38
Performance analysis User behavior
Actions fmin, Action duration, Apdex rating. JavaScript errors, 3rd party providers and Services. Active sessions, Actions per session,

Entry/Ext actions, Bounce rate, and
Conversion goals.

Resources

& 00 /action

Filtered by

Chrome 38 09s 3rd party/CDN resources

User action duration

5.3 /min () 223 /action
User actions

[ S,
Apdex rating Ipt errors 1

<

View geographic breakdown

l|1 100 % Real users
Top user type

-
- ,.. -

Actions Top 3 user actions

These are the top user actions by looking on their consumption (action duration and frequency). Open the full
details view for looking at other actions and more metrics.

. Loading of page /

Time consumed | — Actions 0.93 /min

Show the  slowest 10% of actions ~  for  allactions ~

Impact of user activity on action duration

User action duration degradation

I3 Show problem details
1508 30 min . Loading of page /Report
- o Time consumed  IE——— Actions 0.87 /min
1005 20 /min
= Loading of page /Bookin|
505 10 /min . ng of pag: E
I J I I ' “ h Time consumed  EEE— Actions 0.85 /min
omes =1 [1 1 | - .1 1 0 frvin

01:45 02:00 02:15 02:30 02:45 03:00

— Action duration |1 Actions / minute ) N
View full details
Compare to previous time frame
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BookingService API v§

Web Request

Showing service flow of requests to EasyTravelBackendWebserver:8091
) ' today, 0812 - 01
o Processes O Q Q Q O 54 % of requests to call (averaging | call per request)
64
ns ol JourneyService N CheckDestination
1
" et reguest N Tevpomse 1eme (00t bt o . per eGuet | N (0NPenae eme (et Dt o
Average erporse lime 1M Ave age wrpere | e 10
Qegunity - Requerty .
Hosts
@ @ @ @ @ @ 7 EasyTravelBackendWebse ConfigurationService O Dl
IHe
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Problems

By WWW. easytravel.com: User action duration degradation
*  Problem 120 detected at Jul 24 09:28 - Jul 24 10:19 (was open for 5T minutes).
This problem affects real users.

Affected Recovered Monitored

H Applications - 1 30
u Services =

Infrastructure components - - 734
P

94

)

Business impact analysis
An analysis of all affected service calls and impacted real users during the first 10 minutes of the problem
shows the following potential impact.

248 167 ’\ 167
M |npacted users Affected service calls

v Show more

1 impacted application

39.4 User actions per minute impacted

www.easytravel.com
Application

The current response time (13.6 s) exceeds the auto-detected baseline (268 ms) by 4,977 %

Affected user actions User action
39.4/min click on "Login" on page forange.jsf

CHINA

o)

OpenStack Days ’ ' EECEETY

ll

16,559,040
e BB AREA
Root cause

Based on our dependency analysis all incidents have the same root cause:

AuthenticationService
Web service

The current response time (3.24 s) exceeds the auto-detected baseline (29.9 ms) by 10,750 %

Affected requests Service method
36.8 /min All methods affected

LB Visual resolution path

LA Click to see how we figured this out.
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Problem Evolution

50

| |
08:00 08:15

|
08:30

T Zamris

[
08:45

2015-05-28 08:20 - 08:25 33 ongoing events in 22 components

www easytravel.com

User action duration degradation

www weather_easytravel.com

User action duration degradation

Credit Card Verification

rvice Credit Card Verification sl

rvice method Query slow down

Service DB1 slow down

RMI Server

rvice RMI Server slow down

dotNetBackend_easyTravel_x64

All dynamic requests

dotNetBackend_easyTravel_x64:9010

All dynamic requests

dotNetFrontend_easyTravel_x64

1amic requests

dotNetFrontend_easyTravel x64:9000
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21.0a 22.0a

2015-10-22 00:00 - 06:00 No ongoing events
Trend 4182 V170

docker



Problem 937

Visual resolution path

CHINA
OpenStack Days

Root cause | M%I‘E—d%ﬂ

Based on our dependency analysis all incidents have the same root cause:

docker

Process
Connectivity problem A

TCP connectivity rate for process docker on host b2w-persistencia-glete-03 has decreased to
95 %

Process Since 10 h 43 m healthy again

Connectivity problem @

TCP connectivity rate for process docker on host b2w-persistencia-glete-02 has decreased to
0%

820017, iz
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100% S REIIE

Mobile Browser

Application Synthetic

Code Server
Database Mainframe
Network Log & Events
Container API

Micro-service Cloud
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