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Spring Cloud Zuul

Spring Cloud Zuul 3@335 Spring Cloud Eureka #1784, 58513 Eureka Server
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Groovy Filter

Groovy Filter

Groovy Filler

Groavy Filler

Filter
Directories

Post Routing
filers

Request
Context

Pre routing filters

https://github.com/Netflix/zuul
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Spring Cloud Zuul

1 server:
nort: 3049
3 spring:
4 application:
name: sc-zuul-first-zuul
Heureka:
client:

service-url:

Lnstance:
prefer

3 zuul:

FOUTES?:

<dependencies>
<dependency>
<aroupld>org.springframework.cloud</groupld>
<artifactlc>spring-cloud-starter-zuul</artifactld>
</dependency> . .
| BREA, RSBE

<dependency>

<groupld>org.springf-amework.cloud</groupld>

<artifactlc>spring-cloud-starter-eureka<,zrtifactld>
</dependency>

</dependencies>

@EnableZuulProxy

cefoultZone: http://locolhost:8761/cureka/

sC-zuul-first-providen:| /order/**

-

http://xujin.org/sc/sc-zuul-01/
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N\ \ N\
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1 server ., port=8841

2 spring.application.name=sc-zuul-first-zuul-no-eureka

1 zuul . routes.api-url.path</api-url/**

Szuul.routes.api-url.urldhttp://localhost 3000/

7 @RestController
18 public class OrderController {

private stotic finol Logger logger = LoggerFactory.getlogger(OrderController.class);

@Autowired

private OrderService orderService;

@GetMopping("/sc/order/{id}"™)

public OrderModel findOrderById(@PathVariaoble Long id) {
OrderModel orderModel = orderService. findOrdertl
logger.info("Zuul BT BIEHETD™);
return orderModel;

< C @ localhost:8041/api-url/sc/order/1

{"orderNo" :null, "createTime" :null, "payTime":null}



http://localhost:8000/sc/order/2

@ 57| ITZdmis

FAIA R FH AR )”U

IFEHHEJUAI‘E/R_F Zuul& R IERE T MEIEureka ServerfIRIARSS

FHZuulB9EE M0 T -

http://ZUUL_HOST:ZUUL_PORT/MARZ1EEureka_LAYserviceld/**
S & Blserviceld ¥ R A ARSS
http://localhost:8040/sc-zuul-first-provider/sc/order/2

C' (@ localhost:8040fsc-zuul-first-provider/$c/order/2

{"orderNo":2, "createTime":1493548213495, "payTime" :null}



http://localhost:8040/sc-zuul-first-provider/sc/order/2
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£ pi Hystrix

http:// Iocalhost:8040/hystrix.stream

X @ localhost:8040/hystrix.strean

ping:

data: {"type':'HystrixCommand","name":"sc-zvul-first-

provider"', "group”: "RibkonCommand”, "currentTime" :1493548636014, "isCircuitBreakerOpen":fa .se, "errcrPercentage"”:
CountEmit":0, "rollingCcuntExceptionsThrown":0,"rollingCountFaiZure":(, "rcllingCountFallbackEmit":0, "rollingCo
lbackSuccess":0, "rollingCountResponsesFronCache":0, "rollingCountSenaphcreRejected":0, "rollingCountShortCircuit
renthecutionCount":C,"rollingMaxConcurrenthecutionCount":0,";atencyExecute_mean":10,";atencyExecute":
{"0":10,"25":10,"5C"210,"/5"210,"90"210,"9%5"210,"99":10,"99.5":10,"1C0":10}, "latencyTotal mean”:10, "latencyTot
{"0":10,"25":10,"5C":10,"75":10,"90":10,795":10,"99":10,"99.5":10,"1C0":10}, "propertyva_ue_circuitBreakerReque
itBreake:ErrorThresholdPercentage’:50, "propertyValue circuitBreakerFurceCpen": false, "propertyValue circuitBred
egy": "SEMAPHORE" , "prcpertyValue_ executionlsclationThreadTimeoutInMilliseconds":1000, "propertyValue executionT
e_executionIsolationThreadPoolKeyOverride":rull, "propertyValue executicnlsolationSemaphoreMaxConcurrentReqguest
StatisticalWindowIrMilliseconds":10000, "propertyValue requestCacheEnzbled" :true, "propertyValue_ requestLogEnab

ping:

data: {"type"':'HystrixCommand","name":"sc-zuul-first-

provider", "group”: "RibkonCommand”, "currentTime" :1493548636506, "isCircuitBreakerOpen":fa’se, "errcrPercentage”:
CountEmit":0, "rollingCcuntExceptionsThrown" :0,"rollingCountFaiZure":(C, "rcllingCountFallbackEmit":0, "rollingCo
lbackSuccess":0, "rollingCountResponsesFronCache":0, "rollingCountSemaphcreRejected”:0, "rollingCountShortCircuit
rentgExscutionCount”:(0, "rollingMaxconcurrentgxecutionCount”:0, "_atencyExecute_mean":10, "_atencykExecute”:
{"0":10,"25":10,"5C":10,775":10,"90":10,795":10,799":10,799.5":10,"1C0":10}, "latencyTotal_mean”:10, "latencyTot
{"0":10,"25":10,"5€":10,"75":10,"90":10,"¢5":10,"99":10,"99.5":10,"1C0":10}, "properLyValue_circulilBreakecrRequs
itBrecakerErrorThrechecldPercentage':50, "propertyValue_circuitBrecakerForceCpen': false, "propertyValuc_circuit3re
egy": "SEMAPHORE" , "prcpertyValue_executionlsclationThreadTimeoutInMilliseconds":1000, "propertyValue_executionT
e_executionIsolationThreadPoolKayOverride":rull, "propertyValue_executicnlIsolatisnSemaphoreMaxConcurrentRequest
StatisticalWindowIrMilliseconds":10000, "*propertyValue_requestCacheREnabled” :true, "nropertyvValue_requestLogEnab
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Spring-Cloud-Gateway

https://github.com/spring-cloud-incubator/spring-cloud-gateway

spring-cloud-incubator / spring-cloud-gateway © Watch ~

<> Cade 8285 PUl raquests o Projects 0 Wiki
Netflix / zuul

A r v o™il
A Gateway ouilt on S5U8s 66 Pulrequests 6 Projects © Wik
java spring spring boot cpring cloud ricroservices proxy aoi gateway reactor
Zuul is a gateway service that provides dynamic routing, monitering, resiliency

O : TN NRE ~r .
r 200 commits ¥ 8 branches >0 releases &2 1 contribu D 206 cameits 112 branches s 46 ra aanas

Branch: master v New pull recuest Create new fille  Upload Arancn: 1.x vy | New pull request

mikeycahan cammittad on GitHub Marga cull regaest #312 fram hdurix/raadme-ippon-link

[8) soencerglob scos .editorconfig

codequality Remcve unneeced files
M .My L.odates tor reactor-bom Hismuth
gradie Move to gradle 2.6 and nebula. netfixoss 3.0.C
ove back to PredicatecSerye XC qe - -
docs Move back to Predicate<ServerWebtxchange TuUl-core Update Surgical DebugFiiter.groovy
gping-c oud-gateway-core Fix broken test zuul-nettlix-wekasp Fix Javadoc 'ssues: Reformat dangling comments
i-a'ing- o oud- g“fw.ay—depencercies L,;:!.;'adc spring—cloud libs to 2.0.0 TuLl-natiix Fix Tor unt-12st breacage due to admin.anablad prope

) zurk-glrple-weasann Changa tne default arlgin In 2uul-zimple-webanp te b
sprng-2 oud-gateway-sample Add tado plem ’ B . )

eping-c oud-starter-gateviay adds spring.provides to starter



https://github.com/spring-cloud-incubator/spring-cloud-gateway
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RequestContext

@Sharabl e

public class HttpConnectionHandler extendS ChannellnboundHandlerAcapter {

public HttpConnectionHandler() {

Http Request Hlip Response

}

eUverride

public void| channelRead(ChannelHandler{ontext ctx, Object msg) tarows Exception {

public class JanusRunner {
private static Logger logger = LoggerFactory.getlLogger(JanusRunner.class);

public static void runfSessionContext context) {
try {

DefaultFilterPipelLine.getInstance().get(HttpProtocolCheckFilter.DEFAULT_NAME).fireSelf(context);
} catch (Throwable e) {

errorProcess(context, e);
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ESpringBootApplication
BEnableDiscoveryClient
public closs JanusServerAppliaction <

private static Logger logger = LoagerFactory.getlogger{JanusServerAppliaction.class):

/7 JESSLEvEATHTTPIR O
public static int httpPort = E0B1;

public static void main(String[] args) throws Exception {
ConfigurableApplicationContext context = SpringApplication. run{JanusServerApplicction.class, args);
logger.info("services: {}", context.getBeun("discoveryClient", Discovery(lient.class).getServices());

logger.info( "Gatenay Server Application Start...");
/! BT SeE
porseArgs(args);

/7 WAL L terfiac
logger.info("init Gatev\ay Server ...");
JonusBootStrap. ini tGoteway();

logger.info("start netty Server...");

final JanusNettyServer gateaayServer = nea JanusNettyServer():
// :bhm_ﬂ—rp115g

gatewayServer.startServer(nttpPort);
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. server .port=8082

4 spring.application.name=janus-server

h#eureka.client.service-url.defaultZone=http://mse.zhonganonline.com:8761/eureka
 eureka.client.service-url.defaultZone=http://localhost:8761/eureka/

10 configpath=/apps/conf/janus/
11

w12 janus_console_url=janus-cluster.api.xujin.com
13

w14 janus_return_ok_url=/do_not_delete/noc.gif;/favicon.1ico;
15
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* MChannelRead{§ 8 THE RIS, A Janus Serverfb B ETF X

Y'/'

aQvarride

public void channelRead(ChannelHandlerContext clx, Object msg) throws Exception {
’il‘
* DefaulsFulliitspRequest(decodeResult:
* failure(ic.nesty.handler,codec. Toolongl ranelxception: An HTTP line is larcer
* tlﬂan 10 bytes,), version: HTTP/1.9, content: CmptyEyteBufBL) GLT /bad-request
* HTTP/1.9 WRpLLpEIERS8N4MT
k/'
JanusRequest request = null;
JanusHand'leContext context =

* W®pach nettyhmuri, ¥H@thttpst, NRZhttpIT3L, iRAdpathi
* ’\‘t‘pf //mapi .abc.com: 801/1'1#110 flelds=1, ZAMBEMTEER: 1: Epath¥T il /hello?fields=1
2:38http headergyhostii B Amapi .abc. com: 80
tC/
String urt = ful |HttpReguest. getlm();
1t (Stringlhils. startshithlgnorelaseuri, "http™)) {
int pos = StrimgUtils. indexOf(uri, "://");
1f (pos != -1 &8 pos < 5) {
int slashPos = StringUtils. indexUifCuri, /", pos + 3);
ful LHLtpRequest. setUri(StringUtils. swbstring(uri, slasnhPos));
HttpHeaders. setHost(fullHLipRegquest,
StringUtils.substringCuri, pos + 3, slashFos));

}

/4 @Rchannel

context - new JanusHandleContext();
context.setInBoundChannel (ctx.channel(}));

s/ 1B¥request
request = new NettylanusRequest({fullHttpRequest, ctx.channel(), context);

context . setRequest(request);

A/ nestyANBBRARLBETIRE, SRREIASHRAEFRAEUHTRE, BREANPEE RGN,
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Filter STETERIIRIT

public interface Filter {
public String name(Q);

public void init(J;

public void run(CAbstractFilterContext filterContext, SessionContext sessionContext) throws Exception;

public boolean isValid();

public abstract class AbstractFilter implements Filter {
public final static String PRE_FILTER_NAME = "JANUS_FILTER_";
protected boolean isValid = true;

Bverride
public void tmt() {
1sValrd = true;

]

eOverride
public void run{AbstractFilterContext filterContext, SessionContext sessionlontext) throws Exception {
filterContext.fireNext(sessionContext);

}

20verride
public boolean isvalid() {
return isvalid;

}

public void setValid(boolean isValid) {
this.isValid = isVolid;
1
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FilterZ3EANCRUD

public abstract

eOverride

public void

4

20verride

public void

}

evermde

public void

}

20verride

public void start() {

}

Pvermade

public void

1

add(Long resourceld, T value) {

delete(long resourceld, T value)

update(Long resourceld, T volue)

corplete() {

B/ Fliter§ B SNEFEE

EIFE

&HJCRUD, B@IMREHIRIV]

b

i

Zkey B ¥

closs EventAbstractFilter<T> extends AbstractFilter implements AostactFilterObserver<T> {

| X 4

ih::l

ll.
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THIWAF-Filter

public class WafSafeFilter extends EventAbstractFilter<RuleV0O> {
private static final Logger logger = LoggerFactory.getlLogger(WafSafeFilter.class);
public static String DEFAULT_NAME = PRE_FILTER_NAME
+ WafSafeFilter.class.getSimpleName().toUpperCase();

private Map<Long, Trie> whiteTireMap = new ConcurrentHashMap<Long, Trie>();
private Map<Long, Trie> blackTireMap = new ConcurrentHashMap<Long, Trie>();
private Map<Long, Boolean> blackStatusMap = new ConcurrentHashMap<Long, Boolean>();

public static String className = WafSafeFilter.class.getSimpleName(),
public static String classMethod = "run";

@0verride
public String name() {
return CEFAULT_NAME;

¥

@0verride
public void init() {
setvalid(EnvUtil. getBoolean(name(), "true"));

}

@0verride
public void run(AbstractFilterContext filterContext, SessionContext sessionContext) {
// 3REIp
String ip = sessionContext.getRequest()
.getHeader(JanusProduceConstants. X_FORNARDED_FOR) ;
// FEEVANERAER1d
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@verride
public void run(final AbstractFilterContext f1lterContext,
final JanusHandleContext JjanusHandleConlex.) throws Exception {
Servicelnstance servicelnstance = SpringCloudielper. getServicelnstanceByL B
JanusHandl eContext, janusHandl eContext . aetAPTInfo(). getRouteServiceTd()):
/7 SRR Request™ &
Ful lLHt{pRequesL culBoundRequesl = gelOulBoundHiLpRequesl(jconusHondleConlexl);
HctpHeaders headers - outBoundRequest.headers();
String address = headers.get(HttpHeaders . Names . HOST),
AsyncHttpRequest . bui Tder()
.reroleAddress(
| servicelnstance.getliost() + ":" + servicelnstance.getPort())
.sessionContext(JanusilandleContext) . httpMethod(iictpMethod. GET)
uril"/sc/order/2™)
o

= conneclion holding S@@ms

.execute(new SimpleHttpCal lback(unusHundleContext) £
@)verride
public void onSuccess({fullHttpResponse result) {
/7 testResult(result);
jonusHondleContext . setRestFul THttpResponse(resul t);
/7 WEFIF—"Filter

filterContext.fireNext(JanusHandleContext);

@verride
public void onError(Thronable €) {
janusHandleContext . setResponseHttpCode(HttpCode . HTTP_BAD_CATEMAY)
REST_INVOKER_ERROR_EXCEFTION. setMessoge(e . getMessage())
JanuskFilterRunner. errorfrocess( junusHund LeContext,
REST_INVOKER_ERROR_EXCEPTION);

@verride
public void onlTimeout() {
janusHandleContext
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N =% f2 ) 1 Filter

private static veid initlavaFilters() {
// R ter

DefaultFilterPipeline. getinstancel).addLastSegrent(new HttoProtocolCheckFilter(),

new ApilnfoMappingFiller(}, new WafSaleFilter(), - . - )
new MapiAuthSignaturerilter(), new ProtocolAcapterfilter()); filterContext. fireNext(sessionContext) ’I

/7 RPC Filter
Defaul tFilterPipel ine. getTnstancel) . addl astSegrent();

/7 rest Filler

DefaultiilterPipeline.getinstance().addLastSegrent(new RestRecuestUrililter(),
new RestRequestBodvlilter(), rew RestRequestlieaderrilter(),
new RestTnvokerFilter(), rew RestResponseHeaderFilter()):

/l EETIE
DefaultiilterPipeline. getinstance().addlastSegrent(
new| CommonResponsetleaderfilter{)l rew|ResponseSendrilter()]: in g%*—w —t I\EE
IR EFERIVA

/7 Error Filter

DefaultFilterPipeline. getinstancel).addlastSegrentinew ErrorFilter());

/AR BE
for (Filter filter : DefaultFilterPipeline.getInstance().qetAl1Filter()) {
filter.init();
1f (filter instanceol EventAbstractFilter) {
EventAbstractFilter eventFilter = (EventAbstractFilter) filter;
if 11ter. ae i (Y 1= nul {

o) Filter

DefaultFilterPipelLine.getInstance().get(ErrorFilter.DEFAULT_NAME).fireSelf(sessionContext);
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