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OpenSDS for CSI - Achieve full potential of
stateful application resiliency

Wu Jiajun, Huawei Technologies CO., Ltd
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Agenda

e K8s Storage Overview

e CSI Overview
o Why CSI
o Whatis CSI
o How to implement CSI

e OpenSDS Overview
e Demo



K8s Storage Overview - Stateful Apps

€ SQL Databases

MariaDB MySOlC .Q ;

€ NoSQL Databases

)

&
Microsoft® "
SQL Server

q
N Qe .
. mongo W . &B redis
cassandra ElasticSearch

€ Time series Databases

4 InfluxDB
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K8s Storage Overview - Volume Plugins ‘ B

Kubernetes Node

e Reference block device kubelet

and mounted file system

e Accessible by all - l/c_)lume

containers in a pod

e Lifetime of a volume is ettt it ~
same as the pod (or 2 storage N
longer) i -

RBD Azure Disk FlexVolume

Cinder NFS ISCSI

e e - - - - - - —
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K8s Storage Overview - Volume Plugins

awsElasticBlockStore

azureDisk
azureFile

cephfs
configMap

csi
downwardAPI
emptyDir

fc (fibre channel)
flocker
gcePersistentDisk
gitRepo
glusterfs

hostPath

ISCSI

local

nfs
persistentVolumeClaim
projected
portworxVolume
guobyte

rbd

scalelO

secret
storageos
vsphereVolume

T2
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K8s Storage Overview- Volume Plugins Example

e |SCSI volume in aPod

apiVersion: vl
kind: Pod
metadata:
name: iscsipd
spec:
containers:
- name: iscsipd-rw
image: kubernetes/pause
volumeMounts:
- mountPath: "/mnt/iscsipd”
name: iscsipd-rw
volumes:
- name: iscsipd-rw
isesi:
targetPortal: 10.0.2.15:3260
portals: [’10.0.2.16:3260°, ’10.0.2. 17:3260" ]
iqn: ign. 2001-04. com. example: storage. kube. sysl. xvz
lun: 0
fsType: extd

readOnly: true

e cinder volume in a Pod

apiVersion: vl
kind: Pod
metadata:
name: cinder-web
spec:
containers:
- name: web
image: nginx
ports:

- name: web
containerPort: 80
protocol: tep

volumeMounts:

- name: html-volume
mountPath: “/usr/share/nginx/html”

volumes:
- name: html-volume

cinder:

volumeID: volume ID

fsType: extd

11

ll.



K8s Storage Overview — PV/PVC/SC

A PersistentVolume (PV) is a piece of
storage in the cluster that has been
provisioned by an administrator.

A PersistentVolumeClaim (PVC) is a
request for storage by a user through a
StorageClass.

A StorageClass provides a way for
administrators to describe the “classes” of
storage they offer. Different classes might
map to different quality-of-service levels
(or "profiles”) in other storage systems.

A StorageClass needs to specify a
provisioner for dynamic provisioning.

A
CHINA
U Openinfra Day

\ [T 2z

Container

Container

Container

Container

Dynamic Provisioning I

I

PersistentVolumeClaim

StorageClass

iISCSI

3" Party
Storage

Cinder

Ceph

hostpath

Other Cloud
Storage

User

Admin
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K8s Storage Overview — Persistent Volume types

GCEPersistentDisk
AWSElasticBlockStore
AzureFile

AzureDisk

FC (Fibre Channel)
FlexVolume

Flocker

NFS

ISCSI

RBD (Ceph Block Device)
CephFS

Cinder (OpenStack block storage)
Glusterfs

VsphereVolume

Quobyte Volumes

HostPath (Single node testing only — local
storage is not supported in any way and
WILL NOT WORK in a multi-node cluster)
Portworx Volumes

ScalelO Volumes

StorageOS

ij?
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Kubernetes Static Provisioning

>

Cluster / IT Admin

User / Developer

K8s PV

Controller
storage

C

PersistentVolumeClaim

\ PVC: 7GB RWO PV:10GB RWO j

PersistentVolume
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Kubernetes Static Provisioning

ubuntu@k8s-master:~$

ubuntu@k8s-master:~% kubectl apply -f mysqgl-pv.yml
persistentvolume "mysqgl-pv" created
ubuntu@k8s-master:~$

ubuntu@k8s-master:~$ kubectl apply -f mysqgl-pvc.yml
persistentvolumeclaim "mysql-pvc" created
ubuntu@k8s-master:~$

ubuntu@k8s-master:~$ kubectl get pv,pvc
NAME CAPACITY  ACCESSMODES  RECLAIMPOLICY  STATUS CLAIM STORAGECLASS
pv/mysgl-pv  1Gi RWO Retain Bound default/mysql-pvc nfs

NAME STATUS VOLUME CAPACITY  ACCESSMODES  STORAGECLASS  AGE
pvc/mysgl-pvc  Bound mysql-pv  1Gi RWO nfs 9s
ubuntu@k8s-master:~$

==

REASON

171
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K8s Storage Overview — Static Provisioning Example

Pod

apiVersion: v1

kind: Pod
metadata:

name: pod-with-block-volume
spec:

containers:

- name: fc-container
image: fedora:26
command: ["/bin/sh",
args: [ "tail -f /dev/null" ]
volumeDevices:

- name: data
devicePath:
volumes:

- name: data

persistentVolumeClaim:
claimName: block-pvc

PVC

apiVersion: v1

kind: PersistentVolumeClaim

metadata:
name: block-pvc
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block
resources:

requests:

storage: 106Gi

PV

apiVersion: v1
kind: PersistentVolume
metadata:
name: block-pv
spec:
capacity:
storage: 18Gi
accessModes:
- ReadWriteOnce
volumeMode: Block
persistentVolumeReclaimPolicy: Retain
fc:
targetWWNs: ["50060e801049cfd1"]
lun: @
readOnly: false
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Kubernetes Dynamic Provisioning

z Cluster / IT Admin
Q OpenSDS
User / Developer
- K8s PV
Controller
storage

[

Ope_n_SDS PV: 1GB RWO
Provisioner High Performance

PVC: 1GB RWO
High Performance

PersistentVolumeClaim PersistentVolume



K8s Storage Overview — Dynamic Provisioning E: ED & ‘ T2

Pod
apiVersion: vl
kind: Pod
metadata:

name: busy—pod

spec:
containers:
- image: busvhox
name: busy—containerl
command: [“/bin/sleep”, "7d"]
volumeMounts:
- name: voll
mountPath: /mnt/pv-1
volumes:

- name: voll
persistentVolumeClaim:

claimName: “opensds—pve”

StroageClass

PVC

apiVersion: storage.lk8s.io/vlbetal
kind: StorageClass
metadata:
name: opensds
provisioner: opensds/nbp—provisioner
parameters:
kubernetes. io/availabilityZone: default

kubernetes. io/type: extd

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: opensds—pvc
namespace: default

annotations:

volume. beta. kubernetes. io/storage—class:

spec:
accessModes:
— ReadWriteOnce
resources:
requests:

storage: 1Gi

om

k=1

"opensds”
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What the problem?

e Volume plugin development is tightly coupled and dependent on Kubernetes releases.

e Kubernetes developers/community are responsible for testing and maintaining all
volume plugins, instead of just testing and maintaining a stable plugin API.

® Bugs in volume plugins can crash critical Kubernetes components, instead of just the
plugin.

e Volume plugins get full privileges of kubernetes components (kubelet and kube-
controller-manager).

® Plugin developers are forced to make plugin source code available, and can not
choose to release just a binary.
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CSI Overview - Why CSI?

B Apache - @ 4’&) Apache - *
5 MESOS ‘* i S MESOS

GO,

kubernetes | docker CLOUDFOUNDRY kubernetes docker CLOUDEOUNDRY
Dynamic Open
Provisioner & DVDI DVDI Server
FlexVolume Broker

.

[ Storage system } [ Storage system }

e Maintaining .all volume plugins is awesome An industry standard “Container Storage Interface” (CSlI)
e  SP need to implement several volume plugins for each CO

e  High cost on learning different container storage standards that will enable §torage vendors (SP) to develop.a plugin
once and have it work across a number of container

orchestration (CO) systems.
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What is CSI?

e Full Name

Container Storage Interface

e Objectives

Enable storage vendors (SP) to develop a plugin once and have it
work across a number of container orchestration (CO) systems

mmmmmmm
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CSI Overview

Controller service Node service

e ControllerGetCapabilities e NodeGetCapabilities

e CreateVolume e NodePublishVolume

e DeleteVolume e NodeUnpublishVolume
e ControllerPublishVolume e NodeStageVolume

e ControllerUnpublishVolume e NodeUnstageVolume

e ListVolumes e NodeGetld

e GetCapacity Identity service

e ValidateVolumeCapabilities e GetPluginCapabilities

e GetPlugininfo
e Probe



... | T2
CSI Overview - Volume Lifecycle

Created Deleted

Controller publish/ wtroller delete

Operation based

Attached . Detached
to node on Volume lifecycle from node
Node publish Controller unpublish
Mounted Unmounted

on node on node
Node unpublish
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Recommended Deployment

Node Master
DaemonSet Pod StatefulSet (replica:1)

(ensures no more than 1 instance running at a time)

ub

/.../sockets/

-Third Party Storage Vendor Container UDS - Unix Domain Socket
-Sidecar containers by Kubernetes Team

Source: https://github.com/kubernetes/community/blob/master/contributors/design-proposals/storage/container-storage-interface.md
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Common external controller and node plugins implemented by k8s
team

e External-Provisioner

https://qgithub.com/kubernetes-csi/external-provisioner

e [External-attacher

https://qgithub.com/kubernetes-csi/external-attacher

e Driver-register

https://github.com/kubernetes-csi/driver-reqgistrar



https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/driver-registrar
https://github.com/kubernetes-csi/driver-registrar
https://github.com/kubernetes-csi/driver-registrar
https://github.com/kubernetes-csi/driver-registrar
https://github.com/kubernetes-csi/driver-registrar
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OpenSDS Overview - Core D ...
Projects

CLouD ENTERPRISE

i
@murm‘; lsi Mesos  drdocker clourguiory  openstack.  vmware  ORACLE ISAPZ
SUSHI

= I = N
The Northbound Plug-ins Project D

Common plug-ins to enable OpenSDS l l l l l l l l
storage services for cloud and

application frameworks

OpenSDS Hotpot
Discover, Pool, Provision, Orchestrate

HOTPOT CONTROLLER- SERVICE API

. Block File Object
The Storage Controller Project D
Single control for block, file, and object R
services across storage on premise and R - PR
in clouds

Direct Attached Software- Enterprise Cloud
Storage Defined Storage Storage Storage
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OpenSDS Overview - Project Framework =%
OpenSDS

Docker Kubernetes Mesos Cloud Deployment

Foundr
. OpenStack OpenShift GCP AWS Azure Others

. . . Monitoring
Cloud Native Computing Foundation - CSl

ORCHESTRATOR INTEGRATION CLOUD INTEGRATION Cl/icD

Service Mgt

OPENSDS CONTROLLER

: - Networking
Discover, Pool, Provision, Orchestrate

Security

m
b
-
m
=
w
o
=
w
®
-
o
o
-
w

DATA PLANE COMPONENTS SEIRE

Direct Attached Software-Defined Enterprise Cloud Al/ML
Storage Storage Storage Storage




OpenSDS Overview - Architectut® ™~ T2

ctoup OpenSDS NBP (Sushi) ENTERPRISE

@ kubernetes i’ MESOS &docker CLOUD FQUNDRY openstach vmware ORACLE - .

l 1 l l l l l
/ OpensSDS Controller (Hotpot) \

API Server DR API

Selector

Policy Engine

volume/snap replication
policies policy

capabilities/capacities replication
filters filter

gRPC
\ Volume Controller DR Controller :
client

K“
ELL1D Replication Replication
Cinder Ceph Vendor Driver Reglruic‘?etruon e s

OpenSDS Hub




Profile Definitions

Provisiong profile properties:
- DataStoragelLoS
- RecoveryTimeObjective
- ProvisioniongPolicy
- IsSpaceEfficient
- lOConnectivityLoS
- AccessProtocol
- MaxIOPs
- MaxBWs

Snapshot profile properties:
- Schedule
- Date
- Time
- Occurrence
(daily/weekly/monthly)
- Retention
- By number of snapshots
- By duration to retain a
snapshot

Data proection profile properties:

- DataProrectionLoS
RecoveryGeographicObject
RecoveryPointObjective
RecoveryTimeObjective
ReplicaTypes

ConsistencyEnabled

Profile
Provisioning profile properties
Replication profile properties
Snapshot policies
Custom properties

Custom profile property examples:
DiskType
Latency
Deduplication
Compression

g8 CHINA

AT 55
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Replication profile properties:
- DataProrectionLoS
- RecoveryGeographicObject
- RecoveryPointObjective
- RecoveryTimeOQObjective
- ReplicaType
- Replicalnfos
- ReplicaUpdateMode
- ConsistencyEnabled
- ReplicationPeriod
- ReplicationBandwidth
- HostBasedReplication
DiskDrain (how to handle the
ordering of dependent write
requests)
ReadBalancing
ResyncRate
Fencing (avoid split-brain)

Migration profile properties:
- Schedule

- Date

- Time

- Occurrence

Rules
- Define what to migrate
PreConditions
- Specify in which condition to
trigger a rule



Mapping Profiles to Capabilities

Capabilities

Storage backend 1

Capabilities

Storage backend 2

Capabilities

Storage backend 3

Profile

- Provisioning profile properties
- Replication profile properties
- Snapshot profile properties

- Custom properties

Storage backe

<

4

g8 CHINA

U
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[ J DataProtectionLoS
o RecoveryGeographicObjective
DATA STORAGE ) RecoveryTimeObjective
[ ] DataStoragelLoS o RecoveryPointObjective
o RecoveryTimeObjective (Immediate, Nearline, Offline, o ReplicaType
Online) [ ] Replicalnfos o
i : . - licationUpdateMode
@) ProvisioningPolicy (thin, thick) © Rep

o ConsistencyEnabled
o ReplicationPeriod
o ReplicationBandwidth

o IsSpacekEfficient (true, false)

DATA PERFORMANCE

° IOConnectivitLoS SNAPSHOT
o AccessProtocol (iSCSI, FC, RBD ...) L Schedule
o MaxIOPS ° pae
© MaxBWS o Occurrence (daily/weekly/monthly)
[ J Retention
o By number of snapshots
o By duration to retain a snapshot

Selected!

Profile:

High Capacity

OpenSDS

OpensDS b 2 S
S 3
Selected!

26



Demo - Mapping OpenSDS Profile to K8S StorageClass &P SI00 o

StorageClass,

Kubernetes

®Admin

2. Create StorageClass

4. PV Controller finds

1a. Create profile OpensSDS CSI Plugin

QpensSDS CSI Plugin
5. CSI Plugin asks OpenSDS to

Kubernetes provision volume

Qpenshs,

1b. Create volume 6. OpenSDS chooses storage

backend to create volume (PV)

type

3 Party Cloud

Storage Storage

IT2x%
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Demo - Provision and Manage Persistent Volumes using Sotittheoens | I 2SR

- D

Kubernetes Master

PV Controller

/OpenSDS NBP(SuShi)\

\\ [ Dynamic Provisioner ]
ﬂubernetes Node \ [ FlexVolume Plugin ]
Pod for node plugin /Pod for node plugin \ _

\/

OpenSDS Controller(HotPot)




StorageClass with Profile Paramet¢ B - | [T

HighPerformancePVC.yaml

apiVersion: vl

) kind: PersistentVolumeClaim
HighPerformanceSC.yaml| e
apiVersion: storage.k8s.io/vl name: opensds-csi-high-performance-pvc
kind: StorageClass spec:
metadata: accessModes:

name: opensds-csi-high-performance-sc - ReadWriteOnce

: 4  csi dsplugin resources:

provisioner: csi-opensdsplug i
parameters: storage: 10Gi

profile: High-Performance storageClassName: opensds-csi-high-performance-sc

Note: profile parameter can be profile id or name



Demo - Running OpenSDS CS| Plu @ - | A
« Create OpenSDS CSI plugin pods:

kubectl create -f csi/server/deploy/kubernetes

» Three pods can be found by kubectl get pod:

Attacher Plugin Pod

OpenSDS
CS1 Plugin

Node Plugin Pod NAME READY STATUS RESTARTS AGE
csi-attacher-opensdsplugin-@ 2/2 Running %] 4h
csi-nodeplugin-opensdsplugin-jmxgj 2/2 Running %] 4h
csi-provisioner-opensdsplugin-0 2/2 Running *] 4h

Provisioner Plugin Pod

cst OpenSDS
Provisioner CSl Plugin



Demo Using OpenSDS Volume ~ B®*

Create nginx application

kubectl create -f

csi/server/examples/kubernetes/nginx.yami

An OpenSDS volume is mounted at

/var/lib/www/html.

docker exec -it <nginx container id> /bin/bash

root@nginx:/# mount | grep html

/dev/sda on /var/Llib/www/html type extd4 (rw,relatime,data=ordered)

nginx.yaml

[T Zcn

EEET LIS

apiVersion: v1
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
imagePullPolicy: IfNotPresent
name: nginx
ports:
- containerPort: 80
protocol: TCP
volumeMounts:
- mountPath: /var/lib/www/htm|
name: csi-data-opensdsplugin
volumes:
- name: csi-data-opensdsplugin
persistentVolumeClaim:

claimName: opensds-csi-high-performance-pvc

readOnly: false

lll.



References

e (Container Storage Interface Spec
e (Sl in Kubernetes Design Proposal
e \What Is The Container Storage Interface (CSI)
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https://github.com/container-storage-interface/spec/blob/master/spec.md
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/storage/container-storage-interface.md
https://github.com/opensds/presentations/blob/master/mini-summit-kubecon-copenhagen-2018/2018-05-01 OpenSDS Mini-Summit Copenhagen - What Is The Container Storage Interface (CSI).pdf

Thank you!

AR S



