B CHINA
CHINA RUNS ON

OPENSTACK

2 G b




CHINA 1=
B OpenStack Days ITll‘

B CHINA

Manage Hidden/Dark Resources in
OpenStack

Eli Qiao (7737 5%)
Senior Software Engineer, Open Source Technology
Center, Intel -

2 - 2




Agenda

« Hidden/Dark Resources
» Resource Manager Daemon (RMD)

 RMD Integration with OpenStack

« Summary/call for action
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Noisy Neighbors: Cache as a Resource

Hypervisor/OS
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Performance degradation in NFV

e VNF is isolated on cores.

Virtual Virtual
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Resource Director Technology

Resource Diré

Intel®
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UNLOCK SYSTEMBERFORMANCE INFULLY |
DYNAMIC ENVIRONMENTS ,

ntel* Resource Director Technology provides the hardware framework fogi@nitoring and control of shared data center resources ’
2
b -
B e e VT
Cache Monitoring Technology Cache Allocation Technology Memory Bandwidth Monitoring Code and Data Prionitization
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Intel® Resource Director Techn&160y
(Intel® RDT)
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With RDT?
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With RDT
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Hypervisor/OS Hypervisor/OS
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Performance w/ CAT

e VNF is isolated on cores.

e Package 64 bytes, 10/ &, #5154

o [ FICATH AR ASNORT A2 cache,
- EﬁZ%E’JﬁﬁéTﬁ%

. 0.2
Virtual IPsec |
Machine Monitor Suricata 1l 1.2

Snort M 1.9

Stats [N 2.3
MazuNAT
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max.% throughput degradation, normalized
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Example: Network Function =~ B**~
Virtualization (NFV)

s NFVwith Intel RDT

(- MPPS MPPS e

Virtual Network Routers Virtual Virtual 50
Machine Machine

40
5 . . . E 30
: Virtual Machine Monitor Qemu :
AV Uncontested [ Unmanaged B CAT Managed
: : 10 - L3 Cache Noisy Neighbor Noisy Neighbor
Intel® Xeon® processor E5-2695 v4
H VNF Performance VNF Performance VNF Performance
Ethernet Ethernet Ethernet Ethernet (Idle Platform) (Noisy Neighbor VM) (Noisy Neighbor VM)
: (without CAT) (with CAT)
Packet processing pipeline replicates Average Latency is reduced from 36usec to 7usec
4x Network Function Virtualization after isolation of the

Prioritizing Apps: 38% performance degradation restored by utilizing CAT
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RMD, (Resource Management Daemon), RDT
Orchestration




CHINA
OpenStack Days

[T Zxiiss

R 5 WF &

RDT for NFV

COS lle:0x0000F OVS + DPDK
e PR Y wesrion o COS: class of service
0 0
oS3 ocosoo o ocos1o o_ocosz° (?05‘3’ Cos CPU MASK ~ APPs
COSO | 1-3 FFFFO | vswitchd
PMDs
COS1 | 4-6 O0FO00 VMO
COS2 | 7-9 00]0] 0] VM1
CoS3 | 0,11-12 | O0O00OF VM2( memtester)
OS

See [2]
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https://builders.intel.com/docs/networkbuilders/deterministic_network_functions_virtualization_with_Intel_Resource_Director_Technology.pdf
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Why RMD ?
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1. 5 H: policy, hidden mask
2. Monitor & tuning

3. &t 5

4. e B

5.4t —F&a&AH, HT5mK
OS/K8S/APP

Kernel
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RMD Architecture

Monitoring plugin (collectd/resctrlfs)

Read platform monitors CPU
detection

chocee el Policy
Processing Read from

Algorithm Policy Control

Plane

Alarms
Requests for
migration

ommunication
from processes

Create/Remove Cache Requests/replies for segments to cores/pids

(19208)
uibn|d Odl

Segments -
In same
Assign/update
mapping of P|atf0rm
segments to

cores/pids

Enforcement/Abstraction plugin (resctrlfs/libpgos)
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RMD For NFV
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1.VNFs are isolated with each
other

2. And shared with a infra group
(vswitchd, PHY PMDs)
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Integration with OpenStack
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How Nova works (legacy)

n -scheduler Nova Control Plane ]
1. Zscheduler& it T B #r
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How Nova work with

resources(placement)
Pl

[ Placement API

]‘%
| n-cpul | | n-c;u2 | | n-cm?(x) |

[Libvirt j [Libvirt j [Libvirt j
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Solution A: Nova Direct

n-scheduler

X

[ Nova Control Plane ]

Cache: [ Cache_id1:{

Gold: 2 Placement AP ) )
Silver: 4

B 8

},ronze | n-cpul I | n-cpu2 I | n-cpul I
Cache_id:2 ...

| o5
1. n-cpu [{] RMD & ifjcache fif
FA &M RMD Libvirt RMD Libvirt RMD Libvirt

2. n-cpu HITRMD¥ & cache
L E T D)
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Solution B: via Libvirt

n-scheduler [ Nova Control Plane ]

X

Placement API

i | n-cpul I | n-cpu2 I | n-cpul I

1. %i(;gl%%wﬁl libvirt 3k f5cache Lt Libvit b
2. n-cpu i@iLlibvirt i FIRMD %
RMD RMD RMD

Hcache %l (A

CHINA

OpenStack Days



CHINA ’ jtﬂﬂﬂ 'i:.'

OpenStack Days

Solution C: (out-of-band)

n-scheduler

X

Placement API

¥

[ Nova Control Plane ]

. RMD #if-#scache 1 F ik -
& ¢aplacement Cache_id:2\,.

. RMD## 42 i libvirt £3k15 ] B I
instancefz & Sl

. RMD##iff & #finova-apifs Rvp | ovit

Flcache W&
. JIHRMDi% & cache K&
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Summary

« Cloud Admin 7 X cache policy

« Placement-api & ¥ %A

o RMDFEHEGHRLEE B I = 2 R il 58 HL
» NFV 213 T"RMD/RDT

1. Intel RDT: http://www.intel.com/content/www/us/en/architecture-and-

technology/resource-director-technology.html

2. NFV with RDT

https://builders.intel.com/docs/networkbuilders/deterministic network functions
virtualization with Intel Resource Director Technology.pdf
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Intel RDT: http://www.intel.com/content/www/us/en/architecture-and-

technology/resource-director-technology.html
Intel-cmt-cat: https://github.com/01org/intel-cmt-cat
Sdm: http://www.intel.com/content/www/us/en/processors/architectures-software-

developer-manuals.html
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Thanks |
Q&A

Qiao, Liyong
liyong.qiao@intel.com

OTC OpenStack Core Team Intel
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RMD implement

new | | A curl -H "Content-Type:
ES;deS} cpus, policy, application/json" --request
POST --data '{"core_ids":["2-

v 5"], "policy": "bronze"}
\Peléey:/—\ http://127.0.0.1:8888/v1/work

{ loads

{CAT/MBA CMT/MBM J

CHINA

OpenSiock Days



CHINA ‘ 'Tjtﬂﬂﬂil'-‘j

OpenStack Day:

e Back up
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https://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510607-en.pdf

CHINA

OpenStack Days



CHINA ’ jtﬂﬂﬂ ’.‘:ﬂ

OpenStack Days

Intel® Resource Director Technology (Intel® RDT)

Building on a rich and growing portfolio of technologies embedded in Intel silicon

Cache Monitoring Tech (CMT) Cache Allocation Tech (CAT)
= Per-thread L3 Occupancy Monitoring = Per-thread L3 Occupancy Control
* New Code/Data Prioritization (CDP) extension

Cach HP I LP

Monitoring Allocation

Memory BW Monitoring (MBM) Memory Bandwidth Allocation (MBA)

= Per-thread Memory Bandwidth Monitoring = Per-core Bandwidth Control — more precisely
control “noisy neighbors”

* New on Purley

m IMC CORE CREDITS
| u | | | | | u

» Leverages RMID infrastructure

Key Technologies for Improved Visibility and Performance Determinism

CHINA
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CMT/MBM
« CMT

« Cache Monitoring Technology
- MBM

 Memory Bandwidth Monitoring Technology

« RMID (Resource Monitor ID)
» Track Resource (Cache, MB) usage per thread/group

CHINA
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« CMT usage:

Long-term dynamic application profiling for aberration detection and software
tuning/optimization

Precise and accurate cache sensitivity measurement without the need for simulators

Cache contention detection and measurement (including finding cache-starved
applications or VMs amongst a large set of co-running applications/VMSs)

Monitoring performance to SLAsS
Optimal insertion of new applications on a cluster
Charging/bill-back

Administration: data can be aggregated and provided back to datacenter administrators to
gauge the level of efficiency within the datacenter

CHINA
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MBM

MBML: Local memory bandvv_idth Procassor|0] FreyreE 1
MBMT: Total memory bandwidth
Core Core Core Core
0 1] 1
MBM provides real-time data on e

- | t
bandwidth usage per Shared Interconnect ———— Shared Interconnect

thread, application, VM, container or
any combination Longer-term, these
metrics can be provided to higher-level
software including _orchestratlon Shared Memory Bandwidth Shared Memory Bandwidth
frameworks, enabling automated
characterization and resource-aware
scheduling usages.

Shared Last Level Cache Shared Last Level Cache

CHINA
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Without CAT With CAT
; Hi Pri Apa ‘ Lo Pri App | ‘ Hi Pri App ‘ Lo Pri App ‘
Cache Allocation Technology: ‘ - i

Allow high priority applications to reserve

moure cache resources(i.e. cache space) Core 0 @ \E‘._ureﬂ @

Restrict cache usage for low priority

Shared LLC, Low priorily gol more cache Shared LLC, High priorily got more cache
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Cache Allocation Technology
« COS: class of service
Number limitation (16 per
Socket/Package)
« CBM: capability bit mask
Bit mask to indicate cache
allocated

Coso
cos1
cosz
Cos3

Coso
€os1
cosz
cos3

C0oso
cos1
cosz
Cos3
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M7 MB M5 Md M3 M2 M1 MO
A A A A A A A A Default Bitmask
A A A A A A A A
A A A A A A A A
A A A A A A A A
M7 MG M5 M4 M3 M2 M1 MO
- . - . = - Overlapped Bitmask
A A
A
A
M7 M& M5 M4 M3 M2 M1 MO
A A A A Isolated Bitmask
A A
A
A
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CDP

Example of CAT-Only Usage - 16 bit Capacity Masks
0jJo0]o0 0|0
0|0
1 1
1 1

Coso
cos1
cos2

CDP enables isolation and cos3
separate prioritization of
code and data fetches to
the L3 cache €0S0.0ata

C050.Code

C051.Data

C051.Code
Other COS.Data
Other COS.Code

Traditional
CAT

o o = O
=l ool o
=|lo|lo|l o
=|o|lo| o
=l olo|l o
= ol ol o
=] =] =]

ol ol o =

ol ol O =

o ol o) =

o ol o) =

1 1 1
ojoj]o
0f0]0

Example of Code/Data Prioritization Usage - 16 bit Capacity Masks

CAT with
cop

oo ol o O =
oo ol o o =
ol ol ol o =
ol o ol o o =
ol o ol o 2O
ol ol olo| = o
oo ol = oo
oo ol = oo
oo ol = oo
o O = = O o
(== Rl e ]
ol O = o o o
- - O O O O
=2 olo o o
= 2 olo o o
==l =]1N=]
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Opens for CAT

« The allocation cache size important? - depends on platform (inclusive vs non-
inclusive)

« Dynamic policy for CAT?
« Use case except NFV, public cloud
Interface:
Resctrl or Intel-cmt-cat ?
Solution:
RDTAgent

CHINA
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RDT Support Matrix

T e T T T e +
| | CMT | MBM | L3 CAT | L3 CDP | L2 CAT |
[ == m e 4----- +----- -mmmmm - Hmmmmmm - dmmmmmm - |
|Intel(R) Xeon(R) processor E5 v3 | Yes | No | Yes | No | No |
[ == m e $----- +----- 4-mmmmm - Hmmmmmmm- ommmmmm- |
|Intel(R) Xeon(R) processor D | Yes | Yes | Yes | No | No |
I e T - - Hmmmmmm - Hmmmmmmm Hmmmmmmm |
| Intel(R) Xeon(R) processor E3 v4 | No | No | Yes | No | No |
I e T - - Hmmmmmm - Hmmmmmmm Hmmmmmmm |
|Intel(R) Xeon(R) processor E5 v4 | Yes | Yes | Yes | Yes | No |
[ == m e e e ----- I e 4--mmmmm- dommmmmm- |
|Intel(R) Atom(R) processor for Server C3000 | No | No | No | No | Yes |
T e +

CHINA
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CAT

. How does it work in linux (4.10 and later)? root@s2600wt:/sys/fs/resctrl# mkdir foo

mount -t resctrl resctrl /sys/fs/resctrl

1. create COS

2. change CBM for COS

3. associate COS <-> Tasks/CPU core

root@s2600wt:/sys/fs/resctrl# echo
"L3:0=ff;1=ff" > foo/schemata

root@s2600wt:/sys/fs/resctrl# echo

P. S. Another user space tool 16933" > foo/tasks

Intel-cmt-cat:https://github.com/Olorg/intel-
cmt-cat
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Upstream status

Feature Status Software
CMT/MBM(perf) Released Kernel 4.1, Libvirt 3.0.0
CAT (resctrl) Released Kerel 4'glé)i’n;i)b\/irt (on-
CMT/MBM (resctrl) On-going Kernel 4.13
MBA (resctrl) On-going Kernel 4.12
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How Nova work with resources

cgche cache policy
size, t

Placement API F—Eﬁ-ep u
[PIacementAPl HH-CDU ] [

[‘/ji (o

1 static allocation 1 policy based allocation

RDTAgen
t
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