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ISUERSAE R . http://www.xxxx.com/captcha/new.html?height=38&width=160&font_size=20
X E: http://blog.xxxx.net/?s=CCIH

S1TE: http://www.xxx.com/rsa?dec=xxxxxx

KRR php dos (f£,569364) ; WordPress (CVE-2018-6389) ; Apache POI Dos (CVE-2017-5644)
OpenSSL DoS (CVE-2018-0739)...
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lua_shared_dict limit_ip_dict 100m; FIFSRFRITEIZRZIX
lua_shared_dict config_dict 50m; BT EEEFNIAITZE
lua_shared_dict ip_dict 50m; BT ip EHERZEMNEFEN

init._by lua_file ¥t ECE RN (MA#AIISON 4 H1EERE config_dict 1 ip_dict ZF dict H)

init_worker_by_lua_file B 23 RIE(EERHETN T, E IS H#E1X ElIredis/ MredisFRH EXEC EAHEIXITEUER)
TE & configi N # 1T [E) 2 2l 2% 1 worker .

access_by_lua_file #ZOBIIRIEEN T IXE SR (RN LES, shEF=815F)
header_filter_by lua_file =& 1ER BXHTTPIRNSEEFRE
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1: BRl&FG
2: HECDNEERI, FZEMheaderskF3REXEFip [ }
-Forwarded-For/X-Real-IP [B7E X header

[ } "state”: "on",

"id":"1-host list",

"network"” : {"maxReqs":30, "pTime":10,"blackTime":600},
"hostname"”: [["101.200.122.200","localhost™],"1list"],
“"uri”: ["/api/time",""]

"ic.test.com":{
"ips":[["36.110.148.1/24","123.12.32.12/24"],"cidr"],

"realipfrom™: "X Forwarded For”

"state”: "on",
"id":"2-test",
"network"”:{"maxReqs":1000, "pTime":10, "blackTime":120},

"hostname™: ["*",""],

SRS [”xw)n“]

ERW S EMHITINRRH] (session/cookie)
ITZamiz %35 (FEESIEM)
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_tb _network, uid
(_tb _network) table
pTime = tb network.pTime 10
maxReqs = tb network.maxReqs 50
ip count = limit ip dict:get( uid)
ip count
limit ip dict:set( uid,1,pTime)

ip count

maxReqs

limit ip dict:incr( uid,1)

{$F8 limit_ip_dict #{TIHEURIE

WEEIFH: lua-resty-Irucache
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1: JS BkaE

[ARSSim: FFS/ENASIRIE]

2: SET COOKIE Bk#: (302/307) ~

>

[BRSSim: shiSIQE] "state": "on",
"id":"1-test"”,
3: JS SET COOKIE + " ction™: " .
S8 B action™: "set cookie”,
[Be5vm: EF7du "set cookie":["asjldisdafpopliu8909jk34jk™,"diy name"],

4: Meta Bk¥% "hostname": ["localhost",""],

"uri”: ["/rewrite”,""]

5: Iframe R E

6: QUERBIAIE x
[IRFBim: shSIQILE]

7: flashohfE x
[ARSS%: EhASIQIIE]

8: EHIEESEEFE

9: {ERZE (header/args/posts) E3XEIGIE V
rOr A AWa . TIN Kix l’:ﬂ't{iﬁiﬁ}i]
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if v.action == "set cookie” then
local token = ngx.md5(v.set cookie[1l] .. ip)
local token name = v.set cookie[2] or "token"
-- BB EE tokenname EXIAFEE token
if ngx var["cookie "..token name] ~=
ngx.header|"Set-Cookie™ ]
if method == "POST" then
return ngx.redirect(request uri,307)
else
return ngx.redirect(request uri)
end

token then

= {token name.."="

end
elseif v.action == "set url™ then

. token}
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http://xx/ajax/checktel?tel=18801180400

http://xx/lzcaptcha?key=%key

FENE

"state”: "on",
"uri”: ["/register.html”,""],
"hostname”: ["www.abc.com™,""],
"replace list":
[
[ "<script type='text/javascript’
"<script type='text/javascript’
["allow™,"","allowPASS"],
[ "1zcaptcha\\?key="\\s*\\+ key","jio",

]

src="#youjs_url’></script>","",

"lzcaptcha?key="+key+'&keytoken=@token@" "]

T2

src="#"></script>\n<script type="text/javascript’

src="my_jsurl’></script>"]



http://xx/ajax/checktel?tel=18801180400
http://xx/ajax/checktel?tel=18801180400
http://xx/ajax/checktel?tel=18801180400
http://xx/lzcaptcha?key=$key
http://xx/lzcaptcha?key=$key

body _filter by lua_file

--- STEP 14
if config is on("replace Mod") and action tag == "" then
~ local Replace Mod = getDict Config(“replace Mod")
for ,v in ipairs(Replace Mod) do
if v.state =="on" and host uri remath(v.hostname,v. uri) then
ngx.req.clear header(“Accept-Encoding”)-- BUHMS22E kegzipi2fE)

next ctx.replace Mod =
--ngX_ctx.body mod = v
break
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<html><meta http-equ1v—'Content-T content=

style="display:none;" F8&url=http%3A%2F%2 il
2Fabout .html&did=65b585@ 3 82dc@9750e547cbB2b87&k=
1dbl359b394e46492629e5f2f373ccdz&encodedQuery &query-ﬂFabout html&&pid=sogou-
wsse-7535bbb91c8fde34&duppid=1&rfrom=s0s0&w=01020400&m=08&st=08&uid=5867&ref=&furl=http%3A%2F%
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HULK (Http Unbearable Loac

https://github.com/grafov/hull
python hulk.py http://www.cc i«

HOIC

glodeneye

srDOS

GoldenEye

https://github.com/jseidl/Golc_....
python goldeneye.py [-m] htt

Slowhttptest

GoldenEve v2.1 by Jan Seidl < DirtyJumper
Darkddoser

Hitting webserver in mode ’ge
571 GoldenEve strikes hit. (0 sslhamer
2693 GoldenEve strikes hit. (

|
4277 GoldenEve strikes hit. ('hyenae
5277 GoldenEve strikes hit. (

5852 GoldenEve strikes hit. (I
7065 GoldenEve strikes hit. ('k'"ema“
9018 GoldenEve strikes hit. (i

9542 GoldenEve strikes hit. ( dossim

+us1Eve strikes hit.
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iBiTbotnet&Zz1DDoS KEaTtoolkit
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EHEFRSNKETASERREY DOREFZE , AEAENNIRIRY

RiFEEIPIIEEIRE , FHFEGFTCP/UDP/HTTPES# MY IFIPvo

VEESTRULILETADSIZERIHTTP redirect, HTTP Cookie, Javascript, CAPTCHA

( BEBIIENE ) BHREERZIE T EXTHTTP redirect, HTTP Cookief&&aHiEE
EvEniR ; ZIE T EE2(E88Iv85 |1 ZEAsELzidjavascriptfhim

"DdosimaTLUERUTAMER 4, (SR REHIPHEIL.
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UDP/TCP/HTTP GET

TCP/UDP/ICPM/HTTP GET

HTTP GET

HTTP GET

HTTP GET/POST

TCPSSL

TCP/UDP/PING/#F ...
HTTP

HTTP GET/POST syn flood
HTTP GET/POST/TCP/UDP

TCP/SSL

TCP/UDP/HTTP
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