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OpenShift SHNA o | T2

OpenShift Origin is a computer software product from Red Hat for
container-based software deployment and management. It is a supported
distribution of Kubernetes using Docker containers and DevOps tools for
accelerated application development.

e Openshiftv2/v3

O v2 Cartridges / Gears / Broker
o V3 Docker/ Pods / Master

e openshift v3.9, kubernetes 1.9

OPENSHIFT
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Why OpenShift B -"T i

OPENSHIFT ORENSHIRT
FEATURE KUBERNETES ORIGIN CONTAINER CONTAINER CONTAINER CONTAINER CONTAINER CONTAINER
PLATFORM ’ ‘

Multi-host container scheduling v v Any Container
Self-service provisioning v v v
Service-discovery v v v Application EOILD BERLOY

Lifecycle SELF-SERVICE

i AUTOMATION AUTOMATION
Persistent storage v v v Manaqement
/ Multi-tenancy v v \
Collaboration v v
Networking 4 % Container SERVICE LOAD
) Orchestration DISCOVERY ROUTING wlelnelbee BALANCING
Image registry v v & Manaqement
Monitoring v v
CONFIG LOG
Log aggregation v v kubernetes MANAGEMENT MANAGEMENT SRt MULTI-TENANCY
K Cl/CD and DevOps v v j

Certified application services (databases, runtimes, ...) v
Certified middleware services v Enter'.’"se

Container Host
Built-in operational management v CONTAINER RUNTIME AND PACKAGING

RED HAT
Enterprise-grade operating system v ENTERPRISE LINUX
100% Open Source v v v
Community support v Any Infrastructure
Enterprise 24/7 Support v ’ ’

5 D @D @D

Security response team v oo
Stable Lifecycle (7 years) v PHYSICAL VIRTUAL PRIVATE PUBLIC
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e Deployment e Service publish
o openshift-ansible / minishift / o Router vs Ingress
oc cluster up e Security
e Image o SCC vs Pod Security Policy

o  Build, BuildConfig / source to image e EFK

o ImageStream o
o Docker Registry e Monitoring

e Network e Service Catalog

o  OpenShift SDN o ansible-service-broker
o template-broker

e CIl/CD & Devops
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OpenShift - Deployment

e minishift
o  minishift start
o works like minikube
o launch a vm and run openshift in it

® oc cluster up
o run openshift in container

e openshift-ansible
o production-ready
o EFK/ Metrics / Storage / Public & Private Cloud & Baremetal
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Image & Registry ...

e Integrate with docker registry
o  Multi Tenancy
o ImageStream / ImageStreamTag
e Support Building Image
o BuildConfig
o Dockerfile / Source to Image / Jenkins pipeline
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Network

e OpenShift SDN

o A CNI Implementation
o OpenVSwitch + Vxlan

Flannel SDN
Contiv SDN
Nuage SDN
Kuryr SDN
Calico SDN
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Network - Isolation

e Network Policy
o Complicated

e OpenShift SDN support multi tenant mode

o ovs-multitenant / ovs-networkpolicy

2018 OPENINFRA DAYS CHINA

B CHINA
OpenInfra Days



28 CHINA v/l =1
IIII' ening j$ ‘ IT’:mm31£EZl;a!
inner poa

Node2 BRO (OVS)
10.1.1.0/24 VTEP

EthO - 10.15.0.3

Network - ovs-multitenant

Vnid 221

e [Each projects gets a unique VNID —
identifies pods in that project

e Default projects — VNID=0 communicate
with all others (Shared services)

e Pods’ traffic inspected according to its
project membership

Nodel
10.1.0.0/24

Inner pod
10.1.0.3

oc adm pod-network join-projects --to=<projectl> <project2> <project3>

oc adm pod-network isolate-projects <projectl> <project2>
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Network - NetworkPolicy ‘ITiﬁ

project-a
Policy applied to namespace: project-a

kind: NetworkPolicy
apiVersion: extensions/vlbetal

metadata:
name: allow-from-same-namespace

project-b

spec:
podSelector:
ingress:
- from:
- podSelector: {}

‘ﬁtﬁ
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e Egress Network Policy Kir.1d: Egr‘essNetwor‘kPolicy
apiVersion: vl
e [Egress Router metadata:
o Redirect ( iptables ) name: default
o HTTP Proxy ( squid ) sz;;ess,
o DNS Proxy ( haproxy ) - type: Allow

to:

cidrSelector: "192.168.10.0/24"
type: Allow
to:
dnsName: "www.g.cn"
type: Deny
to:
cidrSelector: "0.0.0.0/0"
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Network - Egress BD ... | T2

e Egress Network Policy

e [Egress Router

o Redirect (iptables)
o HTTP Proxy ( squid )
o DNS Proxy ( haproxy )

Egress Service Egress Router Pod
port: 80

macvlan
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Network - QoS

kind: Pod
apiVersion: vl
metadata:

name: iperf-slow

annotations:
kubernetes.io/ingress-bandwidth: 16M

kubernetes.io/egress-bandwidth: 16M
spec:
containers:
- image: nginx
name: nginx

B CHINA
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Router vs Ingress

e Router support multi tenancy
e Router support shard
e Better TLS support

o edge / reencrypt / passthrough

2018 OPENINFRA DAYS CHINA

Router
Host: label=prod

NS: prod
label=prod
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Router
Host: label=dev

NS: dev

label=dev
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Security BRI

e TLS

o API/ controllers / etcd / nodes / registry / router

e Network Isolation
o ovs-multitenant / ovs-networkpolicy

e Service Serving Certificate

O service.alpha.openshift.io/serving-cert-secret-name: appl-tls

e Security Context Constraints (SCC) vs Pod Security Context
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Security Context Constraints (SCC) vs Pod Securit B ‘ I

NAME PRIV
anyuid false
hostaccess false
hostnetwork false
nonroot false
privileged true
restricted false

CAPS SELINUX

[]

MustRunAs
MustRunAs
MustRunAs
MustRunAs
RunAsAny

MustRunAs

RUNASUSER
RunAsAny
MustRunAsRange
MustRunAsRange
MustRunAsNonRoot
RunAsAny
MustRunAsRange

FSGROUP
RunAsAny
MustRunAs
MustRunAs
RunAsAny
RunAsAny
MustRunAs

$ oc adm policy add-scc-to-user anyuid -z

2018 OPENINFRA DAYS CHINA

SUPGROUP
RunAsAny
RunAsAny
MustRunAs
RunAsAny
RunAsAny
RunAsAny

useroot

PRIORITY
10
<none>
<none>
<none>
<none>
<none>

READONLYROOTFS VOLUMES
[configMap ...
[configMap ...
[configMap ...
[configMap ...

false
false
false
false
false
false

[*]

[configMap ...
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e ElasticSearch & Curator & Fluentd & Kibana
e Collect logs from nodes and projects
e Authentication
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Container:| php v Time Range:| Lastday - About Compute Resources

e heapster & Hawkular

Memory
48677 s’

& Cassandra
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e Integrate with web console
® pod horizon auto scaling

CPU
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00022 8
0.002
0.0018
0.0016

0.0012 O O O ’]
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°® heapster& Hawkular apiVersion: extensions/vlbetal
kind: HorizontalPodAutoscaler
& Cassandra metadata:
name: frontend
e Integrate with web console spec:

scaleRef:
kind: DeploymentConfig

® pod horizon auto scaling

name: frontend
apiVersion: vl
subresource: scale
minReplicas: 1
maxReplicas: 10
cpuUtilization:
targetPercentage: 80
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Service Catalog

Browse Catalog

Languages

e Template-Broker

Filter v = 24 of 41 Items

e Ansible-Service-Broker

/

Apache HTTP Server

b

Dancer + MySQL
(Ephemeral)

&

Jenkins (Ephemeral)
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Databases

Middleware Cl/CD

Php

CakePHP + MySQL

A

Django + PostgreSQL

MariaDB

B CHINA
U

Deploy Image Import YAML / JSON

Other

I Na\Z-B{li¢=I¢S8 Publisher: Red Hat, Inc. X Clear All Filters

Bhp.

CakePHP + MySQL
(Ephemeral)

A

Django + PostgreSQL
(Ephemeral)

MariaDB (Ephemeral)

| ITZmis

"

Dancer + MySQL

&

Jenkins

MongoDB

A3 CHINA
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CICD & Devops B ..
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OpenShift R

OpenShift Container Platform 3.10 (July)
Kubernetes 1.10 and CRI-O option
Smart Pruning

Istio (Dev Preview)

oc client for developers

S3 Svc Broker
OpenShift Online & Dedicated

oadmap

Golden Image Tooling and TLS bootstrapping
Windows Server Containers (Dev Preview))
Prometheus Metrics and Alerts (Tech Preview)

. Dedicated self-service: RBAC, templates, LB, egress
. Dedicated encrypted storage, multi-AZ, Azure beta

{

OpenShift Container Platform 3.12 (Dec/Jar

Kubernetes 1.12 and CRI-O default
Converged Platform
Full Stack Automated Installer

o AWS, RHEL, Azure, OSP
Over the Air Updates
RHCC integrated experience
Windows Containers GA
Easy/Trackable Evaluations

\ | T Zamiss

Red Hat CoreOS Container Linux with Ignition Automations

Cluster Registry
HPA metrics from Prometheus

Metering and Chargeback (Tech Preview)

OpensShift Online & Dedicated

Cluster Operator driven installs

Q1CY2019

02 CY2018 OpensShift Container PlaAorm 3.1 (Sept)

. Self-Sagvice Dedicated User Experience
Q3 CY2018 T
Q4 CY2018
Kubernetes 1.11 and CRI-O default
Infra monitoring ,alerting with SRE intelligence, Node Problem Detector »
Etcd, Prometheus, and Vault Operators - Tech preview .

—

s

OpensShift Container Platform 3.13 (March)

Operator Certification Program and JBoss Fuse Operator

Autoscaler for AWS and P-SAP features
HPA Custom Metric
Tech preview of ALM

New web console for developers and cluster admins

Ansible Galaxy ASB support
CNV (Tech Preview)

OVN (Tech Preview for Windows)
FIPS and other Security PAGs

OpensShift Online & Dedicated

o
#iredhat #rhsummit [ ]

OpenShift Online automated updates for OS

Chargeback for OpenShift Online Starter

Kubernetes 1.13 and CRI-O default
Full Stack Automation

(¢ GCP, VMware
Istio GA
Mobile 5.x
Serverless (Tech Preview)
RHCC for non-container content
Integrated Quay (Tech Preview)
Idling Controller
Federated Ingress and Workload Policy
OVN GA
Che (Tech Preview)

OpensShift Online & Dedicated

OpenShift.io on Dedicated (Tec‘r&\ﬂﬁgg
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Thank You




