


2

● Flat namespace:
● Bucket/container
● Objects

● Metadata:
● Ownership (Users and 

tenants)
● ACL
● User metadata

● Authentication
● Objects are immutable

Object storage
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Cloud object storage

● Restful API
● Common cloud Protocols:  

● AWS S3
● Swift (openstack)
● Google cloud storage
● Azure blob storage
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● upload a single object as a set of parts
● Improved throughput
● Quick recovery from any network 

issues
● Pause and resume object uploads
● Begin an upload before you know the 

final object size
● Transactions

Multipart upload
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● Keeps the previous copy of the object in case of overwrite or 
deletion

Versioning
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● Configure automatic object 
transition:
● Expiration 
● Tiering

Life cycle
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Ceph
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A web services gateway for object storage, compatible with S3 and 
Swift

Radosgw
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● RADOS
● Limited object sizes (4M)
● Mutable objects
● Not indexed
● per-pool ACLs

RGW vs RADOS object

● RGW
● Large objects (TB)
● Immutable objects
● Sorted bucket listing
● per object ACLs
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Head:

● Single rados object
● Object metadata (acls, 

user attributes, manifest)
● Optional start of data

Tail:

● Striped data
● 0 or more rados objects

RGW Objects
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• Global object storage clusters with 
a single namespace

• Enables deployment of clusters 
across multiple geographic 
locations

• Clusters synchronize, allowing 
users to read from or write to the 
closest one

• Disaster recovery in case of a 
zone failure
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● NFS V3/V4 file access on RGW 
object API 

● Hosts can mount and access 
object namespace using NFS 
mount

● Real-time translation between 
NFS and RGW object semantics

● Extended lifetime of existing 
legacy NFS applications and 
better ROI

NFS on RGW

CLIENT APPLICATION

RADOSGW
ObjectFile
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● Access policies for users and buckets
● Examples:

● Grant access from multiple accounts
● Cross account permission
● Read only for anonymous users
● Restricting access to a IP specific

Bucket and Users policy
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● Encryption
● Compression
● Object tagging

More 



Mimic and beyond
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• Allows users to archive/backup their data to an 
external cloud

• Users can map buckets in the source to different 
buckets in the destination

• Next: bidirectional sync
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• Asynchronous HTTP frontend
• Part of Boost library
• Move to use boost::asio to make radosgw 

networking I/O asynchronous
• Experimental in Luminous (only frontend)



• Unsorted bucket listing
• Different hashing algorithms
• Caching
• Omap improvements



• Security Token Server
• Amazon “kerberos” 

https://docs.aws.amazon.com/STS/latest/APIRefer
ence/Welcome.html




