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Edge Tier Logs
(Nginx scaled horizontally)

- Logs
. = ES cluster

Metrics|(StatsD)

>

Prometheus

%, OpenResty ™

OpenResty Con 2018




BiR

e logs !=metrics
e %2 A Tlogging pipeline
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metrics pipeline

Number of TCP connections on the edge
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mappings: StatsD Event:
B a:,;zr::‘2;;2?;;;;:;(9‘1“25[‘Edge’smms" client.clientl. .request.edge_status.208
labels:
client: “$1
status: "$3 Prometheus metric:
job: "client”
edge_status{client="client1”, ,status="2080"}
StatsD Event:
- match: kong.*.node.*.shdict.*.free_space
name: "kong_shdict_free_space” . s i its tots
Yobaie: b kong. reference.node.kong-reference-838f95b8b58466a1c.shdict.kong. f cache_datastore_hits_total
client: "$1 ree_space
83" "
job: "kong_metrics” Prometheus metric:

cache_datastore_misses_total
kong_shdict_free_space{client="reference”,node="kong-reference-030
f95b8b58460a1c”, shdict="kong"}

count

request

status
kong_latency

upstream_latency

free_space

capacity

*/ OpenResty ™
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Benchmark4 82

StatsD Exporter

Syscall CPU percentage

Time taken to finish 100000 mapping

version (prorated) iterations
Stock Binary 20.36% N/A
Go 1.10.3 23.39% 1.655s
Our Version 42.23% 1.003s
+719% -39%
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e https://github.com/prometheus/statsd_exporter

Tag:v0.8.0~  statsd_exporter / CHANGELOG.md Find file = Copy path

l matthiasr Release 0.8.0 555cd98 6 days ago

4 contributors l .a

124 lines (95 sloc) 5.85 KB Raw Blame History [_]

0.8.0/2018-10-12

¢ [ENHANCEMENT] Speed up glob matching (#157)

This release replaces the implementation of the glob matching mechanism, speeding it up significantly. In certain sub-
optimal configurations, a warning is logged.

This major enhancement was contributed by Wangchong Zhou.

T
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Traffic

Edge Tier i
(OpenResty scaled horizontally) i

- Logs
| - ES cluster

Metrics

Prometheus
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metrics pipeline .
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Number of TCP connections on the edge
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Rate 1&E 3
Errors §£1%
Duration 4% AT 8]

i

C @ Secure  hitps://frontend.deviveave:works/admin/grafana,

2000ps

1500ps

1000ps

72 Grafana - Cortex > Services (1 x

Cortex > Services (Writes) - © &

Cortex write QPS

Distributor write QPS

Ingester write QPS

< ZoomOut > @Last1hour urc Refresh ey

Cortex write latency
200ms

150ms
100ms
50

—_—

: 1 1100 . 120

— 99th quantil api_prom_push = 50th quantile 3p_prom_push = Mean

Distributor write latency

— 99th quantlle = 50th quantile — Mean

Ingester write latency

JMJLJ \

3

https://www.weave.works/blog/the-red-method-key-metrics-for-microservices-architecture/
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PREPARATION

1. Radio - MAYDAY (route freq), Identify Position
Heading, Altitude, IAS.

. Notify Crew & Cabin to Perform Duties.

. Turbos & Bleeds - OFF, 10,000 Ft.

. Exits- CLOSED

Secure Loose Equipment.

No Smoking & Seat Belt - ON

. Set Altimeters to Local Pressure.

Dump Fuel if Advisable.

. Retract Dump Chutes.

. Seat Belts & Shoulder Harness — SECURE.

COONDOAWN

-

e Utilization F|FR
e Saturation HFIRAS e Flaps - AS DESIRED.

. Warn Crew & Cabin at 500 Ft.
e FErrors H#5EiR

. Emergency Exit Lights - ON

Night - Main Cabin Lights - OFF

Command at 50 Ft. - BRACE FOR IMPACT.
Cockpit Side Windows - CLOSED.

On Contact - START LEVERS CUTOFF.

NoOO s WN

http://www.brendangregg.com/usemethod.html
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Observability - Grafana (Global)

73 Grafana - Global KPI X

& c 0

2% GlobalkPI - @ %

P90 Kong proxy latency (ms) (Gloabl)

16

Kong proxy latency (Global)
5/20 5121

== p0.5 ==p0.9 ==p0.99

6 —
520

== reg/min

failure %

08 =——————
5/20 00:00 5/20 12:00 5/21 00:00 5/21 12:00

== Error rate

Status mismatch (Global)
No data|points

5/20 00:00 5/20 12:00 5/21 00:00 5/21 12:00

— bytes_received — bytes_sent

& Secure | https://grafana.kongcloud.io/dashboard/db/global-kpi?orgld=1&from=15267891029928&t0=1527327713121

Guanlan

w & @O 9 9 2 [“I
< ZoomOut » (@ May 19,2018 21:05:02 to May 26, 2018 02:41:53

Clients count

14

P90 Edge=>Kong connect (ms) (Global)

Edge => Kong connect time (global)

15ms
10ms

B A__DA M MA\ nm A :

Ons
5/20 5/21 522 5/23 5124 5/25 5/26

== p0.9 == p0.99

Total edge connections

0o — 2018-05-26 02:35:03
5/20 S
= established: 97

== established

Global error rate (%)

5/22 00:00 5/22 12:00 5/23 00:00 5/24 00:00 5241 5/25 12:00

Kong error log rate (Global) Requests terminated at kong (Global) per minute

|
Il

5/21 5/23 5/23

== %{level} == emerg == error == notice =413 =414 =418 =422 500 502 505 510

Total Proxy bandwidth usage

i i
5/2212:00 5/23 00:00 5/24 00:00 5/2412:00



Observability - Grafana (Per Client

73 Grafana - Client Requests ~ x

C (Y @& Secure  https://grafana.kongcloud.io/dashboard/db/client-requests?orgld=1&var-client=kongstrong&from=1526935493327&t... v @& ﬁ (4]

client kongstrong ~

Requests/Second

o
=
S
S
1
kY
a
&
S
o
3
@

Total Request (kongstrong)

=
3

«
S

5/21 16:00 5/22 00:00 5/22 08:00 5/22 16:00 5/23 00:00 5/23 08:00

= kongstrong-total

Request Duration (kongstrong) - 90th Percentile

s \ A
5/21 16:00 5/22 00: 5/22 08:00 5/22 16:00 5/23 00:00 5/23 08:00
= duration == edge_kong_connect_time == kong header_time == kong_proxy._latency kong_response_time kon,

pstream_latency

Requests By Status (kongstrong)

5/2116:00 5/2120:00 5/2200:00 5/2204:00 5/2208:00 5/2212:00 5/2216:00 5/2220:00 5/2300:00

=200 =201 =202 =203 204 205 206 207 208 =209 210 21 212 213 214
- 227 228 229 230 231 =232 @=233 ==234 =235 =236 == 237 =238 239 240 241
== 254 =255 w==256 == 257 w==258 == 259 260 261 262 263 264 == 265 266 267 268
=281 =282 =283 284 285 286 287 =288 ==289 =290 =291 =292 295
=308 =309 =310 =311 =312 =313 =314 =315 316 317 318 319 322
= 335 336 ==337 =338 339 340 34 342 343 ==344 == 345 == 346 349
=362 =363 wm364 =365 == 366 w=367 == 368 ==369 =370 == 371 373 376
=389 =390 == 391 392 ==393 =394 395 397 398 = 400 - 403
=416 ==417 =418 =419 =420 =421 =422 =424 == 425 - 427 430
=443 w=444 == 445 =446 =447 448 == 449 451 452 454 - 457
470 471 == 472 w=473 w=474 =475 --476 - 478 == 479 484
o= 497 =498 == 499 w==500 ==501 ==502 == 503 == 505 == 506 508
524

Bandwidth Usage (kongst

400 kBps
300 kBps = n.rJ#"*“\"‘v"'A,"n,r’h—
200 kBps
100 kBps

T2

OpenResty Con 2018

5/23 16:00

5/23 16:00

5/2304:00 5/23 08:00
215 =216 =217 =218 =219 =220

242
269
296
323
= 350
- 377
- 404
431
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485

rong)

243
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351
378
405
432
- 459
486

244
271
298
325
352
379

- 433
460
487

Nty

5/24 00:00

5/2312:00

. 461
488

511 =512 «=513 =514 =515

246
-273
300
327
354
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408
435

247
- 274
301
- 328
355
382
409
436
463
490

Guanlan

Current Database Availbility

5/24 08:00

5/24 08:00

5/2316:00 5/2320:00 5/2400:00

221 =222 =-=223
=248 =249 =250
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302 303 —304
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383 =384 =385
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437 438 — 439
464 = 465 — 466
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520
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v

100%

API_Count

100

5/2404:00 5/24 08:00
224 =225 =226
=251 ==252 ==253
-—278 =279 =280
=305 =306 ==307
=332 =333 =334
359 == 360 == 361
=386 == 387 == 388

413

414 415

- 440 == 441

467
494
521

468 469
495 == 496
522 523
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Observability - Logstash

Timelion

Count

®  © /K kibana x Guanlan

< C 0 @ logs.kongcloud.io/_plugin/kibana/app/kibana#/discover?_g=()& a=(columns:!(_source),index:74d08f70-11dd-11e8-b3e1-19165.. * | & [ O 9 9 L [“I
385 hits New Save Open Share < O Last15minutes >

‘ klbana [ bearch...(e.g. status:200 AND extension:PHP) Uses lucene query syntax n

® Discover Add a filter +

|l visualize logstash-* June 4th 2018, 12:24:18.810 - June 4th 2018, 12:39:18.810 — Auto .

Dashboard [
© o= Selected Fields 20
9

T T | e—

© @timestam
g 12:25:00 12:26:00 12:27:00 12:28:00 12:29:00 12:30:00 12:31:00 12:32:00 12:33:00 12:34:00 12:35:00 12:36:00 12:37:00 12:38:00 12:39:00

t @version @timestamp per 30 seconds
_id Time _source
t _index > June 4th 2018, 12:39:07.448 peat.name: logstash-@dSecc7214ddee858.infra-aws-us-west-1 beat.hostname: logstash-@dSecc7214d
¥ score dee858.1infra-aws-us-west-1 beat.version: 6.2.1 fields.log_type: syslog source: /var/log/sysl
- og host: logstash-@dSecc7214ddee858.1infra-aws-us-west-1 tags: beats_text, beats_input_codec_p
t type lain_applied, _grokparsefailure @version: 1 message: Jun 4 19:39:00 logstash-@dSecc7214ddee8S
t auth-msg 8 kernel: [8197298.705623] [UFW BLOCK] IN=eth@ OUT= MAC=06:df:85:0f:fe:24:06:c3:d4:1b:ea:f4:08:
t beat.hostname > June 4th 2018, 12:39:07.448 offset: 777,119 fields.log_type: Syslog source: /var/log/syslog host: logstash-@dSecc7214dd
S — ee858.infra-aws-us-west-1 tags: beats_text, beats_input_codec_plain_applied, _grokparsefailure

@version: 1 message: Jun 4 19:39:07 logstash-@dSecc7214ddee858 kernel: [8197305.711478] [UFW
BLOCK] IN=eth® OUT= MAC=06:df:85:0f:fe:24:06:c3:d4:1b:ea:f4:08:00 SR(=54.177.43.33 DST=10.0.1.1

beat.version

# bytes_received 85 LEN=60 T0S=0x00 PREC=0x@@ TTL=63 ID=23702 DF PROTO=TCP SPT=50114 DPT=5045 WINDOW-26883 RES=0
# bytes_sent > June 4th 2018, 12:39:05.000  source: /var/log/syslog host: websim-0ca3694c55a1503c2.kong-aws-us-west-1, websim-@ca3694c55a
t dientid 1503c2 program: websim syslog-msg: {"app":"websim","fields.time":"2018-06-04T19:39:05Z","hand
- ler":"github.com/shokunin/contrib/ginrus.Ginrus. funcl","ip":"127.0.0.1", "latency" :591, "leve
# duration 1":"info", "method":"GET","msg":"", "path":"/", "status" :404, "time" : "2018-06-04T19:39:05Z", "user-a
# edge_kong connec... gent":"curl/7.47.0"} pid: 1459 message: Jun 4 19:39:05 websim-0ca3694c55a1503c2 websim[1459]:
# edge status > June 4th 2018, 12:38:55.000 source: /var/log/syslog host: websim-0ca3694c55a1503c2.kong-aws-us-west-1, websim-0ca3694c5Sa
a Collapse ¢! fieldade 1503c2 program: websim syslog-msg: {"app":"websim","fields.time":"2018-06-04T19:38:55Z","hand

Tar"-"aithuh com/shakiunin/contrih/ainrus Ginrns funcl" "in"-"127 0 0 1" "latencyv" 511 "lTeve

T2l
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e F|HMssl_certificate_by_lua '

o Vault FHEES N e T
[ C O n S U I i.l—.E :I:g $ 14: E %ﬁ E %l] ssl_certiﬁcat:_(;:iel:a E
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Consul OpenRestyz #F

https://github.com/Kong/lua-resty-consul-events/
https://github.com/Kong/lua-resty-vault/ (WIP)

IT2XMir
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https://github.com/Kong/lua-resty-consul-events/
https://github.com/Kong/lua-resty-vault/

Automation - CI/CD

© @ /g anenkins] x Guanlan
& C @& Secure | https://jenkins.kongcloud.io/view/all/builds * VA (<]
‘& Jenkins Qse @ Guanlan | log o
Jenkins All ENABLE AUTO REFRESH
New Item —
& People = Build History of Jenkins
el

» Build History

\!

Project Relationship

-

Check File Fingerprint
@ packer-base-kong-ee #76 @ UpgradeDemoAMIs #3

A .
Manage Jenkins @ Packer-base-kong-ee #77
&. My Views @ tf-kong-cloud #87
@ tf-kong-cloud #86
A. Credentials @ Puppet-kong_ee #121
3 New View
Build Queue - 5

No builds in the queue.

Timeline

Build Executor Status =
Export as plain XML (Recurse in subfolders)
1 Idle
Build Time Since 1 Status

2 Idle

3 Idle u UpgradeDemoAMIs #3 17 min back to normal =
J packer-base-kong-ee #77 40 min stable
)  t:kong:cloud #87 44 min stable =
J packer-base-kong-ee #76 1 hr7 min stable E
u tf-kong-cloud #86 1 hr9 min stable E
J puppet-kong_ee #121 1 hr 19 min stable =
J Deprovision Kong #55 5 hr 37 min stable E

T2l
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Kong Cloud Architecture

- = = = 3 Configuration management via Puppet

Logs into ELK stack
S~ Service discovery via Consul
Vet Secrets management via Vault
=== Metrics collection in Prometheus
—_— Traffic flow

| EdgelB }

_ TCPuminaton | Infra VPC

Edge ﬁb*uferi‘

Auto-scaled
= Lol

v

T }
‘ == == =|---> , logstash et & 4
Kong EE B kongEE w8 —
Client A Service Discovery ' Client B statsD:evems . ‘EIaSt’fi._‘
and Config - ¥ ' = __
P T [ - o r !
‘ : - dor S s fo--- 6
¢ ¢ L O —— » =Prometheus » EPrometheus | > Grotana
' : : - ) J
: : ‘ 0 Alertmanager
'
4 '
H f : :
2 ! !
€ '
% |
g
& Secret, TLS cert, ( ] i )
DBpwdetc ~--=--==->~—]
»  Puppet ‘
\ J

Internet

T
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CPU affinity =4 EEE
NGINX B2E {1t
Linux sysclt i&i&
Intel Quickassist
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NGINX IS E &

keepalive timeout, keepalive requests
sendfile on - copy fd at kernel level
tcp_nopush, tcp_nodelay

listen backlog reuserport



Linux sysclt 1% i&

Memory

Size of processor queue
Maximum TCP buffer size
Disable TCP timestamps
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Intel Quickassist

Asynchronous Mode
Application O)OJO) ]

e https://qgithub.com/intel/asynch mode naqinx W >
o S SSL/TLS AMIEMNE OpensSL ¥ y v 5

o FEMEMF
o Intel® C62X Series Chipset
© Inte|® Communlcatlons Chlpset 8925 to (1) Represents the start of the first operation
8955 Se rl es [1] Represents the end of the first operation

- Time

sisanbai 3504

QAT_engine WV V¥ Y

Y

https://01.org/sites/default/files/downloads/intelr-quickassist-technology/intelquickassisttechnologyopenssiperformance.pdf

IT2xiz?
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https://github.com/intel/asynch_mode_nginx

L& X (Cloud Agnostic)

R
ol
1]
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e Infrastructure as code
o WRIKH =AM EIIEE

e Kubernetes
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Infrastructure as code - TerraformSC 45|

provider "aws" {
region = "us-west-2"
profile = "dev"
}
module "kong" {
source = "github.com/zillowgroup/kong-terraform"

vpc_name = "my-vpc"
environment = "dev"
ec2_instance_type = "t2.small"
ec2_ebs_optimized = false
ec2_key_name = "my-key"
ssl_cert_external = "* domain.name"
ssl_cert_internal = "* domain.name"

ssl_cert_internal_gui = "*.domain.name"

HashiCorp

enable_internal_Ib = true

db_instance_count = 3
Owner = "devops@domain.name"

Team = "DevOps"
¥
}

251
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Terraform Kong3z ¥

https://github.com/zillowgroup/kong-terraform
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